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Document Conventions

1 Document Conventions

The following typographical conventions are used throughout this guide:

/etc/passwd represents command-line commands, options, parameters,
directory names and filenames

’ Next > ’used to signify clickable buttons on a GUI dialogue

’ Note: ’describes something of importance related fo the current topic

Copyright © 2022 Cristie Software Ltd.



Bare Machine Recovery for Rubrik CDM

2.1

2.2

Overview

This document describes the essential elements of Bare Machine Recovery for Rubrik CDM
(RBMR) and Disaster Recovery based upon a tailored WinPES or WIinPE10 recovery
module. It is based upon version 9.4 of the soffware.

This document describes the steps required to install, configure and use the Bare Machine
Recovery for Rubrik CDM (RBMR) product. Refer to the product Readme for installation
requirements and late breaking information associated with this release.

Prerequisites

Note: Please refer to the product Readme for the supported operating systems, RAM and
free disk space required. A full list of supported Rubrik CDM clients and servers is included
in the Readme.

It is recommended that Windows VSS (Volume Shadow Copy Services) is enabled for all
drives being backed up to ensure that all open files are captured by the Rubrik CDM
backup process. This will allow important OS and application data files that are normally
held open to be successfully and consistently backed up.

Note that by default the Rubrik CDM backup client will enable VSS for System State and
System Services, but not necessarily all application data files.

Backup Process

RBMR allows you to perform a bare machine recovery of your system direct from a Rubrik
CDM backup.

To do this you must first prepare your system using the process outlined below:

Installation (refer to the RBMR Installation and Licensing Guide)

» Install the Rubrik CDM agent. Please follow Rubrik recommendations regarding the
agent installation

» Install the RBMR configuration software on the client system to be protected

= License the software (using a Trial or Full license)

Configuration
» Save the configuration parameters.

» Install and run the Cristie Recovery ISO Producer (CRISP) tool on a suitable system to
create the RBMR WInPES5 or WIinPE 10 based DR environment. This only needs to be
done once.

Backup system and user data

= Perform regular standard Rubrik CDM backups as required

You will then be ready to Restore the system from the Disaster Recovery Backup.

RBMR User Guide
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2.3

Recovery Process

In the event of a disaster, having previously taken a Rubrik CDM backup of the system
and stored the configuration information, Windows WIinPE5 or WIinPE10 mode DR enables
you fo restore your system fto the state at the last Rubrik CDM backup.

The RBMR recovery console must be created first by using the Cristie Recovery ISO
Producer (CRISP) tool. The output from this tool is a bootable WIinPES or WinPE10 ISO
which can be either burnt to physical CD/DVD media, imaged to a USB flash drive or
used directly in a virtual environment.

If your machine supports bootable USB flash drives or CD/DVDs, this is the most
convenient way to boot the DR module. If the system does not support bootable USB
flash drives or CD/DVDs, you can boot from the network. Contact Cristie for details on
how to set this up.

Windows WInPES or WIinPE10 offers several advantages, namely:

= a familiar Windows GUI

= the ability to inject new mass storage drivers during the boot process

= all variations of Windows dynamic disks are supported (ie. mirrored, spanned, striped
and RAID-5)

= NTFS volumes/partitions are created natively

= support for NTFS mounted folders (junctions) and hard links

= the restored backup contains the original file security information

= BIOS (MBR) to UEFI (GPT) conversion on recovery

The WInPE5 or WInPE10 recovery process has five main steps:

I. Load Configuration data

2. Rebuild storage devices (hard disks)

3. Restore OS files rom a Rubrik CDM backup

4. Dissimilar Hardware and inject new drivers (if necessary)

5. Boot into the recovered system

Copyright © 2022 Cristie Software Ltd.



Bare Machine Recovery for Rubrik CDM

Create The Bootable Recovery Environment

The supplied CRISP tool is used to create the RBMR recovery environment. This
environment is based upon a customised version of Microsoft's WinPE version 5 (WinPES5)
or 10 (WIinPE10).

Cristie Software Ltd. recommend using the WIinPET0 based environment if possible. This is
based upon Windows 10 and is more likely to be compatible with modern hardware. Use
the WInPES legacy version for Windows 2012R2 or earlier.

Once created the recovery environment is booted on the target system and then
manages the restore process.

The CRISP tool should be run in conjunction with the supplied CRISP WinPE5 and WinPE10
Filesets for RBMR 9.4.1. The fileset(s) should be installed alongside the CRISP on the same
host.

RBMR requires a specific Rubrik CDM client to be added during the creation of the RBMR
recovery environment ISO. You will need to specify or browse to a folder containing the
appropriate Rubrik CDM é4-bit (WIinPE5/WInPE10) client installation MSIEXEC file (with file
extension .MSI). An example of this is RubrikBackupService.msi. This is important; it will not
be possible to create the bootable recovery ISO/USB flash drive without this Rubrik CDM
client installation file.

|Nofe: Always use a é4-bit (x64) version for WinPE5/WinPE10 based builds.

You will need to create separate ISOs/USB flash drives for each Rubrik CDM client used. Use
an ISO/USB flash drive version that corresponds to the client version used for the backup.
So, for example, use an ISO/USB flash drive created with the Rubrik CDM client version
6.0.2 fo match backups made with that version.

A full discussion of how to install and run CRISP is contained in the separate CRISP User
Guide. Note that CRISP does not need to be installed on the system to be backed up;
any suitable host machine will do.

Output from the CRISP tool is either a bootable WIinPE5 or WIinPE10 ISO file which can then
be burnt to physical media (CD or DVD) or mounted directly in a VM environment or a
bootable USB flash drive. This media is then booted on the target machine to manage
the recovery operation.

rNofe: Microsoft Powershell is now available in the WinPE5 or WinPE10 DR environments.
However this option must be selected when you create the ISO or bootable USB flash drive.

RBMR User Guide



The RBMR Create Configuration Tool 9

4.1

The RBMR Create Configuration Tool

Configuration information is saved by default to the RBMRCFG folder on the Windows
system partition. This cannot be changed.

The Cristie tool that provides this function is called RBMRCfg.exe which is located in the
RBMR installation folder (normally Program Files\Cristie\RBMR). This is a command line
only tool which is licensed for use for an initial 30 day trial period. A full license is required
to use the program beyond the trial period.

|Nofe: The RBMRCfg.exe program should be run as part of a Rubrik CDM pre-backup script.

As part of this process, details about the hard disks, operating system, storage conftroller
(s), network adapter(s) and network settings will be queried and stored. You can override
some of these details if you wish. The result of the configuration creation (success or
failure) is recorded in the Windows Application Event Log.

The next sections discuss this process in more detail.

Creating the Configuration Information

The easiest way to create the configuration manually is to select the Create Default
Configuration shortcut provided on the Start menu for RBMR. Note however that an initial
configuration is created during the RBMR installation process.

B Cristie REMR

B Create Default Configuration k
®&& Dnver Validation Tool

r\.—*‘ License Manager

This will create a new configuration using the default settings.

If you need to select non-default settings, then you will need to create the configuration
manually. Run a command window and navigate to the folder where RBMR is installed.

The RBMR configuration program is called RBMRCfg.exe. Enter the command RBMRCfg.exe /2,
this will display the command line options available.

Copyright © 2022 Cristie Software Ltd.
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Bare Machine Recovery for Rubrik CDM

ge: RBMRCFG.EXE [options]

Options are:

t|all» - Format additional volumes during recovery
y drives separated by comma as in /format D,E,F

volume that does not have a drive letter but mounted
a folder, enter the mounted folder as in

' 3 \MountedVolume

/format all will format all partitions on all disks

The command line options are very simple:
/help or /?

shows RBMRCfg usage. This displays the command option summary.
/format <Drives to format | all>

The /format option allows disk volumes other than the Windows drive to be formatted
during the recovery. By default, only the Windows volume will be formatted. There is an
exception to this if Windows is not contained within the first partition of the disk. In that
case, both the Boot partition and the Windows partition will be configured for
formatting. However, regardless of this setting, the WIinPE5 or WinPE10 based recovery
environment will allow any or all partitions to be formatted.

So, for example, if volumes D:, E: and F: are to be additionally formatted during recovery,
enter:

RBMRCfg.exe /format D,E,F (separate the drive letters using a comma)

Enter the following to back up all partitions on all drives on the system:

RBMRCfg.exe /format all

Volumes mounted on local folders not having a drive letter can be specified like this:
RBMRCfg.exe /format D:\MountedVolume

where D:\MountedVolume is the folder mount poinf. An example using both normal
partitions and a mounted volume is:

RBMRCfg.exe /format D,D:\MountedVolume

RBMRCfg stores the configuration in %SystemDrive%\RBMRCFG folder (%SystemDrive% is
the drive associated with the Windows folder, usually C:\). This location cannot be
changed.

RBMR User Guide



The RBMR Create Configuration Tool 1

Note: it is important to remember that the RBMR configuration must be created before the
Rubrik CDM Client backup is made. Cristie suggests using the Rubrik CDM pre-script feature
which is found in the Advanced Settings section for the protection job.

4.2 Backup of Boot and Hard-Link Files

On all Windows OS's, files additional to the standard Rubrik CDM backup dataset must be
copied and saved. These include boot files and file hard-link objects which are not
normally backed up by the Rubrik CDM Client on these OS's.

Some of the additional files backed up are also locked at the time of backup and must
be backed up using the Windows Open File Manager VSS. So when RBMRCfg runs, it
invokes VSS to take a snapshot copy of these exira files:

Copyright © 2022 Cristie Software Ltd.
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Using a Rubrik CDM Backup for Disaster Recovery

RBMR allows a previously created Rubrik CDM backup to be used as a DR backup.

IRBMR only supports the recovery of Rubrik CDM fileset-based backups at the moment.

As long as the RBMR configuration has been created (see previous section) and a Rubrik
CDM backup is performed afterwards, then it will be possible to recover the system using
the DR environment.

Note: this document does not describe how to create Rubrik CDM backups. Please refer to
your Rubrik CDM Administrator's Guide for details.

RBMR User Guide
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Restoring your System 13

6.1

Restoring your System

This section discusses the steps required to run a recover sequence using the RBMR
Recovery Environment. This is booted from the media created by CRISP in conjunction
with the CRISP WInPE5 and WInPE10 Filesets for RBMR 9.4.1 (see Create the bootable
cloning environment for further details).

The WInPES5 or WInPET0 based recovery environment is booted on the target system. This
could be the original or a dissimilar system.

A typical RBMR recovery sequence consists of the following steps.

1. Install and run the Cristie Recovery ISO Producer (CRISP) tool on a suitable system
to create the RBMR WInPES5 or WinPE10 based recovery environment either as a CD/
DVD ISO image or direct to a USB flash drive. This only needs to be done once per
Rubrik CDM client used.

2. Boot the RBMR WInPES or WIinPE10 recovery environment on the target system.

3. Run a restore sequence from the recovery environment on the target system using
the Rubrik CDM backup.

4. When the restore operation is complete and, before booting the system, you may
change the hostname and IP address as required. If the target system uses different
hardware from the source system inject additional drivers into the system using the
hardware wizard tool. This tool will detect any new devices in the target system and
prompt for the drivers.

5. Boot the recovered system.

Note: If after recovering to the original source, the server will have associated the backup
with the Cristie WinPE5 or WinPE10 DR environment. So after booting the recovered system
back into a working O/S, in order to run any further backups to the server of the restored
source, the User will need to re-add the host to the server.

Booting the WIinPE5 or WinPE10 DR Environment

Insert the bootable RBMR WInPES5, WIinPE10 DR CD/DVD or USB flash drive and reboot the
machine. By default you will be prompted to Press any key to boot from the CD or DVD
unless you have disabled this feature when creating the ISO/USB flash drive in CRISP.

Press any key to boot from CD or DUD. _

This prompt is only made for a few seconds before the system will attempt to boot the
underlying OS, so you will need to react quickly.

rNofe: It is possible to suppress this prompt completely during the ISO/USB flash drive
creation stage. If the prompt is disabled then the DR ISO/USB flash drive image will always
booted by default. Please refer to CRISP documentation which describes how to do this.

To support devices (for example a new mass storage controller) not supported in the
current DR environment, WIinPE5 or WIinPE10 allows drivers for any device to be injected at
any tfime post boot. Refer to the section titled Load a Driver for information on how to do
this. Ensure you add the correct driver version; 64-bit for WinPE5/WinPE10.

Copyright © 2022 Cristie Software Ltd.
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6.2

6.3

WiInPE5 or WinPE10 Based RBMR Recovery Environment

When the WinPE5 or WinPET10 RBMR Environment is booted, a Windows installation-like
boot procedure is started.

During the boot process, WinPE5 or WIinPE10 drivers for your Plug and Play devices will be
loaded - in particular the Mass Storage devices and Network Adapters. When the WInPES
or WIinPE10 system has fully booted, it is possible fo remove the CD/DVD or USB flash drive
if you wish.

Note: the DR Console will automatically reboot 72 hours after starting. This is an operating
limitation of the Microsoft Windows WinPE5 or WinPE10 environment.

.
Qeristie $.¢ rubrik BMR

Please wait while your PP devices are loaded ..

When this sequence completes, the RBMR Recovery Environment will be shown.

Begin the Restore Process

If you are recovering a backup to the original host (specifically the host with the original
network interface MAC address), then the original host IP address must be set first,
otherwise the recovery will fail. Use the Configure Network tool fo do this. If you are
recovering to a different host this is not required.

Click the Recover System option to begin the recovery sequence.

@ Recover System

RBMR User Guide



Restoring your System 15

6.3.1

RBMR Recovery Environment Main Menu

When you boot the WinPE5 or WinPE10 DR environment (the WIinPE5 and WInPE10 versions
are very similar), you will see the RBMR Recovery Environment Main Menu as below:

b0 e
G eristie $.¢ rubrik BMR

RBMR Recovery Environment

@ Recover System

Pacific Daylight Time - 4/5/2022 5:39:42 AM

Automatic reboot in

% Tools E—ﬂ View Logs 71 Hours 58 Minutes

Configure Network {SEI Configure Routing

(. Rebaoot

H
o

Wergion 941 Built with Rubrik Backup Agent 5.0.2
Coppright [c) 2006 - 2022 Cristie S oftware Limited

Prior fo beginning the restore operation you may configure the network and/or the
network routing as necessary. Click the

Configure Network {EEJ Configure Routing

icons to do this.

Avtamatic reboat in
A reboot countdown clock is shown £&Haourz 14 Minutes, This indicates how much time is

available before the WIinPE5 and WInPE10 recovery environment automatically reboofs.
Note this is a Microsoft constraint for the WIinPE environment.

You may configure the format of the displayed date/time and the keyboard layout, by

pressing the locale ENL icon. Note this icon will be shown according to the locale of

the host system used to create the ISO/USB flash drive using the CRISP utility so it may not
match the version shown here. So if, for example, the ISO/USB flash drive was built on a

Copyright © 2022 Cristie Software Ltd.
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machine configured with a UK locale it will be displayed as ENG

English (UK}

«~  English (US)
Czech
Danish
Dutch
Finnish
French (France)
French (Belgium)
French (Canada)
French (Swiss)
German (Germany)
German (Swiss)
Hungarian
Icelandic
Italian
lapanese
Latin American
Morweigan (Bokmal)
Pelish
Portuguese (Portugal)
Portuguese (Brazil)
Russian
Slovak
Slovenian
Spanish
Swedish
Date, Time and Time fone

MTP Resync

By default the standard display uses a keyboard layout fo match the default locale as
discussed above. However, this may be changed to one of the listed alternatives. Note
that this does not change the display language which is always English.

Select Date, Time and Time Zone to configure the time zone for the recovery.

RBMR User Guide
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s Date and Time |

Date and Tme  Additional Clocks  Internet Time

Date:
Tuesday, April 5, 2022

Time:
5:42:07 AM

@ Change date and time...

Tirme zone -

(UTC-08:00) Pacific Time (US & Canada)

Change time zone...

Daylight Saving Tirme ends on Sunday, Movember 6, 2022 at 2:00 AM. The
clock is set to go back 1 hour at that time.

Motify me when the clock changes

concel | [ iy

Note: the Additional Clocks and Internet Time tabs are operational. In fact it is possible to
synchronise the system time with an NTP time server if required.

6.3.2 Lodfile Save Path

Before starting the restore process you should configure a location to save the recovery
logs. This can be a network location or physical media (such as a USB flash drive). The logs
will be automatically saved to the configured location at the end of the restore process
without further intervention.

Copyright © 2022 Cristie Software Ltd.
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REMR - Specify Path To S5ave Logfiles To At End Of Recovery

] check this box if you do not wish to supply a path to save the log files to

Log Files Path

Enter the path to save the log files to either as a share in UNC format or as a
drive letter and path.

| Browse...

Configure Network

Configure Network

For example, use the option to first map a network share location and
then Browse to select a folder on the share.

Log Files Path

Enter the path to save the log files to either as a share in UNC format or as a
drive letter and path.

V:inigelpiLogs | I Browse...

Configure Metwork

If you do NOT want to automatically save the the lodfiles please check the tick-box to
skip this step.

Chedk this box if you do not wish to supply a path to save the log files to

Click Next > fo continue to the next step.

You will still have the opportunity at the end of the restore process to save the lodfiles if

RBMR User Guide



Restoring your System 19

|you wish.

6.3.3 Specify Recovery Details

The next step is dependant upon whether the recovery is File-based or Volume Group-
based.

6.3.3.1 Fileset-based Recoveries

For Fileset-based recoveries, the next step of the restore process identifies the location of
the Rubrik CDM Server and Source used to back up the Client. The Rubrik CDM server IP
address should be expressed in IPv4 format.

RBMR - Rubrik CDM Settings

Flease enter the Rubrik CDM details below and select [Mext =] to continue.

Rubrile COM Details

Rubrik COM : | 10,10,18.120

Authentication
Domain: | Software |

|Isername: | nigelp |

Password: | sssnssse |

Snapshot Type:

Volume Group

Now select the host from the drop-down list:

Copyright © 2022 Cristie Software Ltd.
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REMR. - Rubrik Host Settings

Please select the Rubrik Windows Host below and select [Mext =] to continue.

Windows Host Details

Windows Host || | w

10.1.9.52
10.10.11.115
10.10.11.219
10.10.11.50
10.10.13.16
10.10.19.1
10.10.60. 14

Click Next > to proceed. If more than 1 recovery point is detected on the server for the
source they will then be displayed like this.

REMR. - Backup Selection

Select the backup to restore.
Date Time Type Snapshot Id
06/04/2022 01:10:57 Fileset 79c85457-b725-418f-5053-554
05/04/2022 12:02:37 Fileset f36004c0-5bdd-43c4-a6c7-869"
£ >

Select the required restore point from the list. Latest is shown at the fop. Select Next> to
confinue.

RBMR User Guide
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At this point the backup will be accessed on the specified server and the machine
configuration extracted.

6.3.3.2 Volume Group-based Recoveries

For Volume Group-based recoveries, the next step of the restore process identifies the
location of the Rubrik CDM Server and Source used to back up the Client and details of

the SMB share used to refrieve the backup. The Rubrik CDM server IP address should be
expressed in IPv4 format.

RBMR - Rubrik CDM Settings

Please enter the Rubrik CDM detais below and select [Next >] to continue.
Rubrik COM Details

Rubrik COM : | 10.10.18.120

Authentication
Domain: | aistiesoftware.com

Username: i nigelp

Password: I sessnnne

Snapshot Type: ) Fleset (®) Volume Group

SMB Authentication

SMB Domain: | SOFTWARE

SME Username: | nigelp

SMB Password: | sssssnss

T e

Now select the host from the drop-down list:

Copyright © 2022 Cristie Software Ltd.



22

Bare Machine Recovery for Rubrik CDM

"RBMR - Rubrik Host Settings

Windows Host Details

<

Windows Host

10.1.8.187
10.1.9.82
10.10.11.115
10.10.11.50

Please select the Rubrik Windows Host below and select [Next >] to continue,

< Back

Cancel

Click Next > to proceed. If more than 1 recovery point is detected on the server for the

source they will then be displayed like this.

 REMR - Backup Selection

Select the backup to restore.

Date Time Type

Snapshot Id

28/04/2022 10:09:02 Volume Group 58cB70c6-5178-4404-a92f-e 15
28/04/2022 10:00:46 Volume Group 0Ob 1e4d3e-f357-4F42-b55a-f7c!
30/03/2022 14:29:55 Volume Group ead42a8a8-9864-4421-b110-f21
17/03/2022 12:37:28 Volume Group 453f09 1d-ae56-209f-235f-afic
< >
< Back Mext = Cancel

Select the required restore point from the list. Latest is shown at the top. Select Next> to

continue.
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At this point the backup will be accessed on the specified server and the machine
configuration extracted.

6.3.4 Storage Pools

If your original source host contained any Windows Storage Pools then this step will be run
to allow the pool/disk setup to be configured. If no Storage Pools were configured in your
selected backup this step will be skipped.

Note: Storage Pool recovery only works with the WinPE5 version of the RBMR DR
environment. Do not use the WInPE10 version for Storage Poolrecovery.

The pool/disk configuration dialogue looks like this:

CBMR - Storage Pools

Stored Storage Fools (2)

MNarme Capadity Free Space
Pool-A 8.97 GB 6.72GE
Pool-B 18.97 GB 14.97 GE

To configure, select a Virtual Disk from the table below and right-dick to assign target Physical Disks to it.

Stored Virtual Disks (1)

MName Layout Provisioning Capadity Allocated Volume
Pool-A-Disk0 Simple Thin 5.00 GE 768.00 MB ES

Stored Physical Disks (1) Proposed Physical Disks (0)
MName Capadty Bus Usage Chassis Media Type
VMware Virtual SATA Hard... 5.00 GB SATA Automatic satal S50

The pool configuration requires you to map the original pool/virtual disk configuration to
the physical disk layout detected on the target. This may have more or fewer disks than
the original so this re-mapping needs fo be done manually.

There are 3 sections in the dialogue:

e a list of the original configured pools with their corresponding capacity and the free
space at the time of the backup.

e a list of the original virtual disks defined for a selected pool together with the
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corresponding virtual disk layout, provisioning, capacity, size in use and volume
letter.
e a list of the original physical disks and the proposed physical disks discovered on

the target system for the selected virtual disk.

To assign physical disks fo a virtual disk right-click the virtual disk to display the Virtual Disk
Layout dialogue.

This is a recovery of a Windows 2019 server with 2 Storage Pools, named Pool-A and Pool-
B. Pool-A is currently selected which is showing the Virtual Disk that was in the Storage
Pool on the source system. The screenshot below shows the Physical Disks that the Virtual
Disk was built from on the source system. There were 2 of them and they were all SATA
(shown as Bus Type SATA).

Note that the Proposed Physical Disks has a count of zero, i.e. there are no target
Physical Disks selected yet to recreate this Virtual Disk from, where Stored = Source system

and Proposed = Target system.

Right-click on the virtual disk, to display the disk selection dialogue.

CBMR - Virtual Disk Layout [
Starage Fool Yirtual Disk
I arme FPool-&-Digkd
Lapout Simple
Provigioning Thin
Capacity h.00GE
Allozated 762.00 ME
WYolume E:
Stored Physical Disks (1)
M ame Capacity Busz |Jzage Chaszsis tedia Type
Whdware Vitual 54TA Hard... 5.00 GE SATA Automatic zatall 55D
Propozed Phpsgical Disks (2
Mame Capacity Busz |Jzage Chaszsis  Media Type =
[ PhysicalDisk1 10.00 GE SA5 Automatic 55D
] PhwsicalDisk2 10,00 GE SA5 Automatic S50
PhwsicalDizk3 5.00GE SATA Automatic 55D
Phyzicallizk 4 5,00 GE SATA Automatic S50
v

In the example above the 2 target physical disks that makeup the original virtual disk are
selected. Note the proposed disk count is now non-zero.

Repeat this process for all the remaining virtual disks in each pool. This results in a
configuration similar to this:
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CBMR - Storage Pools

Stored Storage Pools (2)
MName Capadty Free Space
Pool-A 8,97 GBE 6.72GE
18,97 GB 14.97 GB

Pool-B

To configure, select a Virtual Disk from the table below and right-dick to assign target Physical Disks to it.

Stored Virtual Disks (2)

Layout Pravisioning Capacity Allocated Volume

Mame
Thin 5.00 GE 768.00 MB F:

Pool-B-Diskd Simple
i 5.00 GB 758.00 MB

Pool-B-Disk1

Stored Physical Disks (1) Proposed Physical Disks (2)

Chassis Media Type
55D

Usage

Capadty Bus
Automatic SCSI0

10.00 GB SAS

MName
VMware, VMware Virtual 5

Note: There are some constraints on this configuration. For example, it is not recommended
to have fewer or more physical disks mapped to your target virtual disk compared with the

original source configuration.

Now click Next > to continue or < Back to return to the previous dialogue.

At this point the Storage Pools and virtual disks will be created.
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CBMR_DP.OLL 9.3 [build 43373 Crigtie Dizk Partitioner [COP) created ondug 12 2021 at 15:02.53
Creating Storage Pools .

Creating Storage Pool 'Poola

Creating Wirtual Digk, 'Pooka-Dighk D'

Creating Storage Pool 'Pool-B'

Creating Wirtual Digk, 'Pool-B-Dighk 0’

Creating Wirtual Dizk 'Poal-B-Disk1'

Loading configuration information

Restaning Microsoft Windows Server 2013 [1809) Maow 2018, E4-bit [build 177E3]

(118

< Back Next = Cancel

Note: if no target disks are assigned during the Storage Pool step then recovery will still
roceed but no Storage Pools will be restored.

Recovery now runs as normal with no further Storage Pool configuration required.
There are certain constraints with this release of Storage Pool support.

e Storage Pools and virtual disks are recognized by RBMR WINPES, so if you boot a
target system that has them, then WInPE5 will see them and mask out the “real”
disks resulting in only the virtual disks being shown.

¢ The use of NVMe type disks when using VMWare WorkStation is not recommended
when using Storage Pools.

e Physical disks used in Storage Pools should have minimum size of at least 8 GB.
¢ Only the RBMR WInPES5 DR environment is supported for recoveries of Storage Pools.

e During the Volume Layout phase you can right-click on target disks and swap them
etc, but you can't swap a Storage Pool virtual disk with a real disk or vice-versa.
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6.3.5 Confirm Volume Layout
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The next step in the Automatic recovery shows a list of the disks and partitions to be

recovered.

REMR - Volume Layout

The original and proposed disk volumes are shown below.

Stored layout:

If required, right-diick on a volume to customise the proposed layout.

Proposed layout:

- NP-WIN2022

; E Disk 0 Size 2,00 GB [VMware, YMware Virl

B Disk 1 5ize 2.00 GB [VMware Virtual IDE H

_ NPAWINZ0Z2
=1

“ 9 Disk 0 Size 2.00 GB [VMware, VMy
n B Disk 1 Size 2.00 GB [VMware Virtu:
n B Disk 2 Size 60.00 GB [VMware Virtu
+“ B Disk 3 Size 2,00 GB [VMware Virtu:

Icon Help

< Back Cancel

For a system with Storage Pools the Volume Layout will resemble this example:
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CBMR. - Volume Layout

The ariginal and proposed disk volumes are shown below.
If required, right-dick on a volume to customise the proposed layout.

Stored layout: Proposed layout:
------ e Disk O Size 60.00 GB [VMware, YMware © +n B Disk 0 Size 60.00 GB [VMware, "
T ------ e Disk 5 Size 5.00 GB [Microsoft Storage. || E-- “ B Disk 5 Size 5.00 GB [Msft Storz
A T
N E:[WD0], Basic Data Partition, 5 P e E:[WD0], Basic Data Par’
= Disk 6 Size. 5.00 GB Microsoft Storage || e [I 9 Disk 6 Size 5.00 GB [Msft Storz
- 'ﬂJ F:[VD1], Basic Data Partition, 5 - ':IJ F:[VD1], Basic Data Par'
o e Disk 7Size 5.00 GB [Microsoft Storage | | B4 [I B Disk 7 Size 5.00 GB [Msft Storz
A r'_'l
---------- G:[VD2], Basic Data Partition, & G:[VDZ], Basic Data Par
w w
< > < >
Icon Help

< Back Cancel

The left-hand panel of the dialogue shows the original disk layout and partitions. The right-
hand panel shows how the recovered disks will be partitioned after the recovery.

A white tick box next to a disk signifies that the disk and its underlying partitions will
be left intact. Placed next to a partition/volume means that the corresponding partition/
volume WILL NOT be partitioned.

A white exclamation mark [I placed next to a disk means it WILL be partitioned during
recovery. Placed next to a partition or volume means that the corresponding partition/
volume WILL be partitioned.

A black/white exclamation mark placed next to a disk means atf least one partition/
volume WILL be partitioned.

A white box I:l indicates that the disk will be completely ignored during the recovery.

There are 2 disk types available:

&

indicates a standard disk

B indicates a Storage Pool virtual disk
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Click on the Icon Help button to display a summary of this:

The original and proposed disk volumes are shown below.,
If required, right-click on a volume to customise the proposed layout.
Stored layout: Proposed layout:
= MNP-WIN2022 = NP-WIN2022
e, VMY
Icon Help @
Dizk Lewvel Partition"olume Level e Virtu:
n Dizk WILL be partitioned n FartitionMolurne WILL be farmatted Fe Virty
Digk WILL MOT be partitioned Fartitionolume WILL MOT be e Virtu:
formatted
&t least one PartitionAalume WILL be Disk Type
+ formatted
Drigk.
I:‘ Dizk WILL be ignored in the recovery B
B Starage Poaol Yirtual Disk
< >
=s]
< Back Next = Cancel

When the recovery is to the original system, the contents of both panels will look similar if

the number of disks is the same. Possibly the disk sizes will be different.

When performing a recovery to a dissimilar system, the disk mapping can be much more

complex. Some of the criteria used to judge the disk mapping are:

e disk geometry

e disk capacity

e if currently formatted, the disk signature

You may right-click on any disk shown in the right-hand panel to select whether the disk

will be partitioned or not.
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The original and proposed disk volumes are shown below.
If required, right-dick on a volume to customise the proposed layout.

Stored layout:

Proposed layout:

e------- NP-WIN2022
Il

B Disk 0 Size 2.00 GB [VMware, YMware Viri

9 Disk 1 Size 2.00 GB [VMware Virtual IDE H

E|------- NP-WIN2022
i “ B Disk 0 Size 2.00 GB [VMware, WMy
o £ 0k 152 2,00 68 [Mware virtue

REMR - Disk Partiticning

@ Yes, partition thiz dizk.

O Mo, do not partition this disk.
Existing data may be safe.

CAUTIOMN: % ou will loze all the data on thiz disk!

=

Fl, Basic Data Parti
0GB [VMware Virtu

GB [VMware Virtug

Cancel

Icon Help

< Back MNext = Cancel

Any aftempt to incorrectly furn off

formatting will result in this error:

The original and proposed disk volumes are shown below. If required, right-click on a volume to
customise the proposed layout.
Stored layout: Proposed layout:
E| MP-WIN2008R 2 . E| MNP-WIN2008R.2 -
—
- = —L__ .00
TEMR - Error (=]
[ E 1.00GE
[+ @ Couldn't change whether disk should be partitioned E 10,00 Gl
[ E 5.00GE
£ >
[ [
Icon Help
< Back Mext = Cancel

You may also right-click on a partition to allow you to selectively modify the partition

parameters.
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The original and proposed disk volumes are shown below.
If required, right-click on a volume to customise the proposed layout.
Stored layout: Proposed layout:
a------- NP-WIN2022 EI------- NP-WIN2022
— ——
. Em —
Di o i e 2.00 GB [WMware, YMy
VYolume / Partition Details @
Tupe: Partition e 2,00 GB [WVMware Virtug
File System:  HTFS [DriveE], Basic Data Parti
Size in ME: - Max (ME]: [2030
(ME} - e 60,00 GB [VMware Virtu
Label: |DriveE | ]
e 2,00 GB [WMware Virtug
Maunt Details:
Drive Letter: £
Format
£ >
Cancel
Icon Help
< Back MNext = Cancel

You may Modify the following partition parameters:
e size in MB (only if disk is shown with a [I)
e label
e format (yes/no)

The screenshot below shows an example:

Volume / Partition Details @

Type: Partition
File Spstern:  MTFS

Size in MB: M [ME]:

Labet |New-DliveE |

Mount Details

Drive Letter:

Cancel

If you attempt to either not format or delete a Windows system partition, an error such as
this will be displayed:
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' Error @

e You can not delete the Windows BOOT or SYSTEM partitions

At this stage, nothing has happened to the disks. Press Next> to continue with the
recovery.

6.3.6 SelectVolumesTo Restore

The next step prompts for the volumes to restore. Generally, each volume represents a
disk partition. Put a tick against each volume that should be restored or Select All:

REMER. - Select Volurmes to Restore

At least one System and one Boot partition must be selected in order to recover your machine. This may be the same partition.
‘You can select additional drives to be restored by ticking the check box next to the drive.

=
-l
b
i
m
i

Boot System MName File System

‘|1
-
1%

0

Yes C: MNTFS

KK EK
3

]
7]
3

Select Al Deselect Al

< Back Mext = Cancel

Note: the system and boot partitions (even if on different partitions) will always be restored
by default.

Click Next> to continue to the next step.
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6.3.7 Clone Settings

Use this dialogue to change the recovered system's hostname and IP addresses if
required. Select to use either DHCP or enter a valid static IP address.

RBMR - Clone Settings

Do not change any settings on this page unless you wish to change the identity
of the recovered machine. For example when performing a doning operation.

Change the computer's MetBIOS name on reboot,

fip-winNz022 —_ | NewNetBIOS |

Change the computer's host name on reboot.
—5 | MNewHostname |

Fp-wmzozz

Change the IP address of this adapter on reboot.
Pu-uc-zg-ss-43~3n

Physical Address:

Intel{R) 82574 Gigabit Network Connection (Up)

Use DHCP []use DHCP
IPAddress:|10.10.11.8El |_;,|1o.1o.11.su|
Nehﬂask:| 2% . 0 .0 . 0 |_> | 255 . 0 . 0 0 |
o . 1 .100 |

1.100|_>|10.

Gateway:| 10 . 0

You may change the IP address for each NIC interface independently. NICs that are
currently connected to a network are fagged with (Operationail).

Note: The Use DHCP tick-box shown on the left side of the dialogue indicates whether
DHCP was used on the source system. Ifits ticked it indicates DHCP was used on the

ource. If unticked a static IP address was used.

If you wish to retain the current hostname and IP addresses leave the fields at their default

values and select Next> to continue to the next section.

Note: When you click on the "Next >"the button will change to "Finish", when you click on "
Finish" the restore will start. If dissimilar hardware is detected, then when you click on "
Next>"the Dissimilar Hardware dialogue will be displayed instead. Click "Finish" on that

dialogue to start the restore.

When recovering to a system with a different MAC address (generally during a dissimilar
DR), the default IP address settings default to DHCP and not the original IP.
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6.3.8

Dissimilar Hardware

Next, the DR process performs a check to determine if there are new devices in the
recovering machine that were not present in the original system. If this is tfrue, then this is a
‘dissimilar' DR and the following dialogue will be shown to allow the user to specify the
location of the new driver files for these devices.

TBMR - Dissimilar Hardware

The Plug-and-Play manager found new devices in the recovering machine.

View List...
Default driver search path; :wmdrivers
Enter the path(s) where the drivers can be found:
¥ \WMDrivers\WMwareDrivers\54-bit | Browse...

Separate multiple paths with a semicolon (; )
Configure
Netwark

Mote: it is generally only necessary to inject drivers for mass storage and some network
devices, Drivers for other device types (such as chipset, CPU type etc.) can be safely
ignored and left for standard Windows Plug-and-Flay processing on reboot. However if you
wish to load all types of PCI device, tick the following box.

< Back Cancel

Specify the default path or paths to be searched for the missing driver files. The paths may

Configure Network

be on a local device (eg. a USB disk) or a network share. Use the
button if you need to map a network share. In either case, the paths must be accessible
to the WInPE5 or WIinPE10 environment.

Select View List... to see a list of the new devices.
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6.3.9

r ~

Found New Devices @
Bus | Class Description
PCI Storage Standard SATA AHCI Controller [PCIWEM_15AD&...
PCI Metwork 82574 Gigabit Metwork Connection [PCIWEM_S0...

Ensure the specified path or paths contain the correct é4-bit drivers for the dissimilar
machine. At the end of the DR sequence, the specified paths will be searched for the
missing drivers and automatically injected into the recovered system.

By default, it is only necessary to inject drivers for mass storage devices and, in some some
cases, network devices. The 'Load all types of drivers' tick box will force the DR to look for
all drivers in addition to mass storage and network devices. For example, this could
include graphics cards, USB and chipset devices, but these are rarely required and not
recommended.

Note that if drivers are not found for the new boot disk then, although WInPE5 or WinPE10
will be able to recover the files to the disk, there is a good chance that it will not boot
correctly.

Press Finish> to proceed with the recovery.

Disk Recovery Status

The Recovery Sequence begins by preparing the disks selected for the recovery.

REMR Recovery Status

REMPF Ervironment Wergion 9.4 build 45052
Automatic recovery started on 2022-04-08T14:38:31+07:00

CBMR_DP.OLL 9.4 [build 45052 Criztie izl Partitioner [COP) created on Mar 31 2022 at 10:40:08
Restaring Microsoft Windows Server 2022, B4-bit [build 20348)
Freparing bazic digks

Target disk$ 0, Size=2048 MiB, Cpls=261, T/C=255, 5/T=E3, B/5=512
Target dizk$ 1, S5ize=2047 MiB, Cpls=261, T/C=255, 5/T=E3, B/5=H12
Target digk# 2, Size=E1440 MiB, Cyls=7332, T/C=255, 5/T=63. B/5=512
Target dizk$ 3, S5ize=2048 MiB, Cpls=261, T/C=255, 5/T=E3, B/5=H12
Creating basic partitions

Creating any partitions on target digk 0

Created MSH partition [15 MiB]

Created GPT partition [2030 MIB] with drive letter G:, labelled 'Drivel"
Creating any partitions on target digk 1

Created MSH partition [15 MiB]

Created GPT partition [2030 MIB] with drive letter E:, labelled 'DiiveE’
Creating any partitions on target digk 2

Created EFI partition [100 MiB]

Created MSR partition [16 MiB]

Created GPT partition [E0733 MiB] with drive letter C:, labelled "win0S'
Created GPT partition [523 MiB] with drive letter B:, labelled "

Creating any partitions on target digk 3

lEreated FSH partition [15 MiB)

Abort
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This involves:

disk mapping original layout to new

cleaning (removing any existing disk partitions)
removing any existing dynamic volume databases
re-creating the partitions

converting to dynamic volumes if required
formatting to the required partition type

create partition/volume mount points

make bootable volumes active

The next step is to recover the volumes to the selected target disks/partitions. A new
window appears containing the restore status of recovered files, with a progress bar
indicating how much of the backup has been restored. This display also shows the

recovery statistics in ferms of time, size and throughput.

The recovery is divided into different phases: first the recovery of hard-links.

I

Restore Status - 75 % Completed.

Filezpace Details

Mame:  Preparing hard-links ..
Type: MNTFS

Drive: L

Date:  OF/04/2022 02:26:47

Current File

M ame:
Size:

Statuz:

Progress

Filez Done: 24,871 of 32,997

Time T aken: 00:00: 21 Rate:

-

And then the contents of each selected filespace.
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e

Filespace Detailz

Hame: L
Type: MTFS
Drwve: L

Current File
M amne: C:
Size: 31.76 MB
Statuz:
Progress
Bytes Daone;
Time Taken:

Restore Status - 38 % Completed.

Date:  07/04/2022 02:26:47

of

I6.23 GE
Rate: 65757 KBz

-

This process may take some time if the backups are large. You may select the Abort

37

button to terminate the file recovery process, but this may leave a disk or partition in an
unpredictable state, which may render it unusable.

If any errors occur during the recovery, an error message will be shown in the window.
Refer to the logs post recovery to establish the cause of any error. The final steps of the

recovery are to:

e run a sanity check to determine if all the expected boot files are present on the

boot volume

e run a dissimilar hardware check to determine if new drivers are required for new

boot devices
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REMR Recovery Status

Formatted partition with drive letter G:, labelled 'DriveG' ~
Formatted partition with drive letter E:, labelled TiriveE'
Formatted partition with drive letter H:, labelled "< undefined:'
Formatted partition with drive letter C:, labelled "in05s'
Formatted partition with drive letter B, labelled "

Formatted partition with drive letter F:, labelled 'DriveF
Creating partition mount points

Creating volume mount points

kM aking boatable wolumes active

Stopping access to Diskpart

Successfully perfarmed disk operations.

Restore will start shorthy in a separate window,
The zystem files were restored successfully.

Updating the target registy

Copying boot files ... Success

Sanity check pazzed

Copying DizRec.ini to the Windows drive ... Success

Starting Digzimilar Hardware, Searching for nevs hardware devices in the recovering spstem.
Mo new devices were found in your systen,

Recoverny Environment finizhed successiully on 2022-04-00T15:47.57+01:00
|

Finigh

Finally, press Finish to return to the Recovery Environment main menu. At this point, you
may want to view the recovery logs and perhaps copy the logs to a local device or
remote share before selecting to reboot. If you have configured the lodfile save path
from the first step the logfiles will be automatically saved anyway.

Note:recovery logs are also saved to the recovered system to the RBMR installation sub-
folder 'Temp' (e.g. "C:\ Program Files\ Cristie \RBMR\Temp")

RBMR User Guide



Restoring your System

6.3.10 Disk Scaling
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In situations where the target system has fewer or smaller disks than the original system,

Disk Scaling will come into effect.

TBMR - Volume Layout

Stored layout:

The original and proposed disk volumes are shown below,
If required, right-dick on & volume to customise the propased layout.

Propased layout:

[E2 B Disk 0 Size 1023 MB [VMwe

[ B Disk 1Size 5.00 GB [VMwe
[ B Disk 2 Size 4.00 GB [VMwe

Icon Help

< Back Cancel

The above example shows a recovery from an original system with 8 physical disks, fo a
target system with only one disk. The target disk is also much smaller than the original

system disk.

In this scenario, RBMR will select as many disks to recover as possible (in this case only one

disk - the boot disk). In addition, it will scale the partitions down in proportion to their

original size and occupancy. This can be complicated by having, say, mirrored dynamic
volumes when the mirror will need to be broken - if only one disk exists on the target (or it

has been tagged as not fo modify).

Note 1:the Volume Layout dialogue will only show disks in the left hand panel that can be

removed.

Note 2: during a recovery to a system with larger disks, the partition sizes will remain the
same as the original by default. However, in this case, it is possible to increase partition
size manually during the recovery by right-clicking on the partition icon and selecting

Modify.
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Tools

There are a number of tools that can assist with the recovery process. They are all
collected under this command button:

i -

Tools @

(®) Load a driver

% () Digsimilar hardware wizard

() Start WHC
() Set race levels
() &dvanced options

() Start iSCS| initiator
() Browse for answerfile
() Copy Logfiles

Cise

The options available are:

= Load a driver

= Dissimilar Hardware Wizard
» Start VNC

= Set trace levels

= Advanced options

= Start iSCSl initiator

= Browse for answer file

» Copy Logfiles

Load a driver allows a new mass storage or NIC driver to be injected into the running
booted WInPES5 or WIinPE10 DR environment. This would be used, for example, to support
a mass-storage (disk) device not currently supported out-of-box. This should be done prior
to starting the DR sequence.

The Dissimilar Hardware Wizard will allow drivers to be injected into the recovered system
when the target hardware has different devices from the original (eg. RAID controllers).
Normally, this will be done automatically as part of the DR sequence and will not need to
be run manually.

Start VNC will run a VNC server within the WIinPE5 or WIinPE10 environment, allowing
external VNC clients to remotely connect during the DR session. The start process will
provide you with the current IP address of the WInPE5 or WIinPE10 environment, which
you will need to specify in the VNC client.

Note: the VNC connection is also password protected. The VNC feature is inftended for
diagnosing DR problems under the guidance of Cristie Support, who will provide the
assword upon request.
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Set trace levels allows the DR log file trace to be increased or decreased as required:

Set trace levels

seriously affect the performance of the recovery.

[}

[}

CRAC Trace Level

(%]

CDP Trace Level

CMI Trace Level

[}

L

[}

(%]

Cancel

==

Do not set any trace levels unless instructed to do so by Cristie support. Trace levels can

It is recommended that the trace levels are only changed when advised to do so by
Cristie Support staff. This is because they could have a severe impact upon the
performance of the backup restore process.

Advanced Options should only be selected when advised to do so by Cristie Support

staff.

E

Advanced options

WARMIMG: Do not change these seftings unless
directed to do zo by Cristie support.

[]Map disks automatically

[ ] Update baat.ini

[] Dizable Compag/HP services
[ Edit Configuration

[] 5kip &utomatic Diszimilar Hardware
[ ] Preserve Disk Signatures
[ ] Restore local dizks only

Cancel

=)

-

Start iSCSI initiator - please contact Cristie Support if you wish to use this feature.
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6.4.1

Browse for answer file allows an automated DR answer file to be selected which then
friggers an immediate automated DR sequence.

Copy Lodfiles allows all the current logfiles created as part of the recovery process to be
zipped up and copied to a network share or local device (such as a USB flash drive).

Dissimilar Hardware Wizard

A restore to dissimilar hardware is normally detected during the Automatic or Manual DR
sequence. Drivers will be injected automatically af the end of the restore sequence if a
source location has been provided. However, if this process has failed for some reason, or
additional drivers are required to be injected into the recovering machine, then this
Dissimilar Hardware Wizard (DHW) tool is provided.

Note: it is only necessary to load the drivers for the hard disk, NIC and, rarely, the HAL.
Drivers for the hard disks and NIC can be determined by Plug-and-Play (PnP) and may be
readily identified. However, changes required in the CPU model via a change in HAL
cannot yet be determined by PnP - these need to be loaded manually.

If you wish to scan for just Mass Storage and Network devices (the minimum required to
boot a dissimilar system), select Next> to contfinue to the next step of the Wizard. This is
the recommended option. Under the guidance of Cristie Support, you may be asked to
scan for all devices. In this case, tick the 'Scan for all devices' box before selecting Next>.

DHW - Welcome \EI

Welcome to Dissimilar Hardware Wizard. This will take you through the steps to install
the necessary drivers for your new hardware. You may need the installation media from
the hardware manufacturer.

% Scan for only network and mass storage devices (Recommended)

" Scan for all devices (Select only when asked by Cristie support)

Diggimilar Hardware Wizard -  Version 9.4 45052

Copyright (c) 2003-2022 Cristie Software Limited

C ;: C ri Sti e Untted Kingdom

W software hitp://www cristie.com

| Next = | Cancel

Select the 'Install Drivers using Plug-and-Play' opfion:
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DHW - Select An Option (3]

Select one of the following options and select [Next]

* Install Drivers using Plug-and-Play
" Manually Install Drivers

" Advanced Options

< Back | Mext = | Cancel

Install Drivers using Plug-and-Play

The window appears empty to start with. The set of drivers located on the recovery CD is
the default choice, but in practice they should not be used. Instead, change the driver
search path to where you have actually located your drivers (for example, to a network
share or another CD) with the Change command butfon.

DHW - PnP Manager |E|
s Browse for Folder @ Change |
Driver Specfy the folder to search for drivers for new devices.
2. Press the | Start |
; Temp ~ I
» 4 Users
4 || VYMDrivers

> 1, AmazonDrivers
» . HyperVWDrivers
» |, RedHatDrivers
| SoffLayerDrivers
> L VMwareDrivers
4 | XenDrivers
> W 32-bit
« | J B4-bit W

|
J Cancel

In the example above, the driver search path is changed to the VMware drivers on the
WinPE boot CD. Begin the PnP driver detection by clicking Start.
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-

DHW - PnP Manager

1. Select the folder where you have stored your Windows drivers m
Driver Path :  X:\VMDrivers*enDrivers"64-bit _

2. Press the [Start] button to start scanning. Start

< Back Cancel

The process checks the devices that it can detect and when it finds one that does not
have a driver loaded, it will offer to install it. The example below shows an LSI SCSI device
being detected:

e
<; Found a new hardware! x|

CEME found a new hardware in your systen.

@= 5051 Contraller

A matching driver "#ASMODRMERSYIZ-BITSLS_SCSLIMF" iz found. Select [Install] ta
inztall this driver. Selecting [Install A1) will install the matching dhivers for newly found
devices without prompting.

| Stop Searching I
Diriver Path ;= \WMDRMERSYIZ-BIT Change Driver Path |

Search Again |

Irztall | [nztall Al Skip | Cancel |

If you are satisfied that the found driver path is correct, click on Install and the driver will
be installed. The device scan will continue and may find, for example, other mass storage
or network devices. Follow the steps above to install.

Drivers are usually .sys files. The .inf files define which driver files need to be loaded for a
given device. You may need to confirm the location of the driver files for each device, or
possibly find the path where they are stored. When you have the correct path, click on
OK and the Wizard will look for more.
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Once all of the drivers of the detected devices have been processed, the Wizard will
indicate that the installation has finished. Click on Finish to proceed.

DHW - PnP Manager x|

1. Select the folder where vau have stared vour \Windows drivers Change
Driver Path: = AWMDRIWERSYI2-BIT

2. Prezs the [Start] button to start scanning. Start |
=

The fallowing devices were found by the PP manager:

Buz Clazz Dezcrption
FCl SCSlAadapter SCS1 Contraller
FCl M et Intel[R]PROA000 T Metwork, Connection

Inztalling drivers for the newly found devices

Ingtalling driver for [SCS| Controller] ... Installed

Inztalling driver faor [IntellR] PROA000 MT Network, Connection] ... Skipped
Finizhed installing drivers for the newly found devices,

-
1| | v

¢ Back I Finizh I Cancel |

Manual Installation

Typically, you would only manually install a driver for a CPU/HAL change. Select 'Manually
Install Drivers' from the option menu:
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DHW - Select An Option =
Select one of the following options and select [Mext]

{ Install Drivers using Plug-and-Play
{* Manually Install Drivers

" Advanced Cptions

< Back | Mext = | Cancel

Then select Next>.

DHW - Select A Driver [

Select an Installation File

Browse ...

Select a manufacturer J

Select a driver :

< Back | Cancel

Select Browse... to locate the driver or HAL file you need by browsing to the appropriate
folder that holds the .inf file. If you need to load the driver from another machine, then
you can browse to a share on that machine and then to the appropriate folder.
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Select a driver file
Organize v  MNew folder == ~ [ @
Mame ’ Date modified Type
1. PV_5CSI 11/18/2014 2:36 AM  File folder
< >
File name: w | | Driver installation files v
Cancel

Here we are selecting the Citrix PV SCSI controller driver:

r

DHW - Select A Driver

Select an Installation File

Citrze PV 5CSI1 Host Adapter
Citrie PV SCSI Host Adapter

Browse ... | HAWMDrivers'en Drivers’64-bit \PYV_SCSoem2 inf
Select a manufacturer I[frtrbuc Systems, Inc. ;I
Select a driver :

Citri PV SCS| Host Adapter

< Back I Mext = I Cancel

The Wizard allows you to select drivers that are grouped by manufacturer. Select the

Copyright © 2022 Cristie Software Ltd.



48 Bare Machine Recovery for Rubrik CDM

actual driver that you wish to install and click Next>.

r o)

DHW - Question E3

[g} Do you want to install the selected driver?

Yes Mo

After you confirm the selection, the Wizard determines which files need to be installed.
You are given the opportunity to change the location from which they are loaded if
required..

When the drivers have been installed, the Wizard allows you to go back to install another
device driver or Finish the process.

P )

DHW - Finish [

The selected driver is successfully installed. f you want to install more drivers select the [Back]
button and select the new drivers.

If you are finished with the drivers, select [Finish] and the wizard will exit. You may now reboot the
just recoverng server for the changes to take effect.

< Back | Finish | Cancel

642 Load a Driver

This option allows a new Mass Storage or Network Interface card driver to be loaded info
the WInPES or WIinPE10 environment. Use this when WIinPE5 or WIinPE10 does not have a
built-in driver for your hardware.

For example, if the DR environment does not show any disks to be recovered, you can
inject a new mass storage device driver for the device and retry the DR Wizard.

You will be prompted for the location of the driver INF file. Use the Configure Network
button to map a network share if necessary:
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REMR - Dynamic Driver Loading @
Specify the location where the driver installation [IMF] file can be
found.
| Browse. ..

Configure Metwork

F. Cancel

The INF file and other associated driver files (such as the .SYS file) can be located on a CD,
USB device or a network share. The following confirmation dialogue is displayed if the
driver is loaded successfully:

F "

TEMR - Information @

f . 1 Successfully loaded the driver
[HAWMDriversh XenDrivers' 84-bit\ PYV_SC5Poem2.inf].

OK

6.43 Copy Lodfiles

Since all log and error files generated during the recovery are only transitory (ie. they are
lost as soon as the Windows WInPES or WIinPE10 environment exits), this option allows you
to copy the files to a local device or remote network share for permanent record before
booting the recovered system.

Use the Cristie Network Configurator utility to setup a network share first. All the files are
compressed info a single ZIP file so that they can be easily sent to Cristie Support when
required.

REMR - Copy Logfiles 3]

Specify a valid location where you have wiite permiszion to store
the logfiles.

Copy logfiles to the following location:

[:wnigelphlogs Browse...

Cancel

The example shows files being copied to a network share Q:\nigelp \LOGs.
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6.5

Note: the logs are automatically written back to the recovered system after a successful
recovery. They are saved to the RBMR installation sub-folder 'Temp’'.

View Logs

This main menu option allows the log files produced during the recovery to be viewed
using Notepad. Normally, viewing this information is only required to diagnose a problem
with the recovery.

i =

RBMR - Logfiles ==
Highlight a file and zelect [View] to view it contentz., Select [OF] to cloze this dialog.

lcon Mame Date Tirne Cize 2
@ brr_management. log 05/04./22 126002 2kB

@ birnr_statuz. log 05/04/22 155116 JkEB

@ Bt anagementService.log 05/04/22 135012 209

@ Cbrmrzhl_Trace.log 05/04/22 21:39:04 2kB

P COF_dump.log 05/04/22 15:47:52 61 KRB

0 CGEC_hace.log 05/04/22 16:15:46 199

M CRAC_dump.lag 05/04/22 15:47:40 G kB

M CRAC_tace.log 05/04/22 15:51:22 27EB

M CRM_trace.lag 05/04/22 16:01:36 594

@ CRMWIzard_trace.log 05/04,/22 16:01:38 10KB

& dhw_log log 05/04/22 15:56:40 JEB v

The important files are (this is not an exhaustive list):

bmr_management.log - remote VA management log, Used by Cristie Support.
bmr_status.log - restored disk and registry configuration log, eg. disks/partitions created
summary etfc.

BmrManagementService.log - remote VA management log, Used by Cristie Support.
cbmrshl_trace.log - contains a summary of the main menu shell operations. Used by
Cristie Support for diagnosing shell operations.

cdp_dump.log - contains general information regarding the system BIOS, disk
configuration and timezone details of the original and target system.

cdp_trace.log - contains a detailed summary of how the partitions were restored. Used by
Cristie Support for diagnosing disk configuration problems.

CGBC_trace.log - Cristie Generic Backup Client log file.

crac_dump.log - contains a summary of the Rubrik client/server versions and node
details.

crac_trace.log - contains a detailed summary of the Rubrik client/server communications.
Used by Cristie Support for diagnosing Rubrik interface problems.

crm_trace.log - contains the Recovery Manager log. Used by Cristie Support.
CRMWizard_frace.log - contains the Recovery Manager log. Used by Cristie Support.
dhw_log.log - confains a summary of Dissimilar Hardware Wizard activities. Used by Cristie
Support for diagnosing new driver problems.

discovery_main.log - contains a summary of network discovery activities. Used by Cristie
Support for diagnosing network problems.

network.log - contains NIC hardware summary, current network configuration (eg. IP
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address, gateway IP address etc) and routing table.

PeNetCfg_trace.log - Configure network tool log.

PeRouteCfg_frace.log - Network Routing fool log.

setupapi.log - confains a summary of the Plug and Play devices detected by WInPES or
WiInPE10 as it boots. Used by Cristie Support for diagnosing WinPES or WIinPET0 driver
problems.

Version.log - Used by Cristie Support to determine version of Cristie RBMR software and
DLLs deployed.

6.6 Configure Network
The Cristie Network Configurator tool provides extensive facilities to configure the
network during the recovery process. It offers the following features:
» supports multiple NICs
» configure individual NIC parameters for duplex mode and link speed
= the ability to select DHCP allocated or static IPv4 and IPvé IP addresses
= the ability to setup DNS server IPv4 and IPvé IP addresses
» the ability to setup the Network Identification of the recovering system
= allow file shares to be set on the recovering system (using IPv4 and IPvé IP addresses)

= map/unmap network drives
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6.6.1 Configure NIC Parameters

It is possible fo change both the link speed and duplex mode for any NIC detected on
the recovering target system. Select the desired NIC (there could be more than one) from
the drop down box and then select Update....

Efa_a; Cristie Metwork Configurator El =] @

Ethernet Adapters

i

Intel(R) 82574 Gigabit Metwork Connection w
Physical Addr: 00-0C-29-93-90-C9 )
Settings:

Speed: Wuto Megotiation Update ...
Status: p

Metwork Identification Map Metwork Drive

IPv4 Address DMS Server (IPv4)
(®) Obtain an IPv4 address automatically

DHCP Details Release Renew

i) Use the following IPv4 address

| m . 0 . 1 .]_|:||:|| Mar

(1]

[Juse static gateway address

The resulting display offers numerous NIC properties that can be changed. This property list
is dependent upon the NIC - ie. not all properties will be available for all NICs.
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Intel(R) 82574L Gigabit Network Connection Properties (-7 |[sm]

Advanced

The following properties are available for this network adapter. Click
the property you want to change on the left, and then select its
value on the right.

Property: Value:

Adaptive InterFrame Spaci Disabled "
Flow Control

Gigabit Master Slave Mode

Interrupt Moderation

Interrupt Moderation Rate

IPv4 Chedksum Offload

Jumbo Packet

Large Send Offload V2 (IPv4)

Large Send Offload V2 (IPva)
Locally Administered Address

Log Link State Event

Maximum Mumber of RSS Queues
Packet Priority & VLAM

Receive Buffers b

Corcal

53

To change the NIC speed or duplex setting, select the corresponding Property from the
dialogue and then select the required value from the Value drop down box as shown

below:
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Advanced

value on the right.

Intel(R) 825741 Gigabit Metwork Connection Properties

The following properties are available for this network adapter. Click
the property you want to change on the left, and then select its

5 sl

TCP Checksum Offload (IPv4)

Property: Value:
Interrupt Moderation ~ Auto Megotiation w
Interrupt Moderation Rate 1.0 Gbos Full Dupl
IPv4 Chedksum Offload : ps Ul LUpIEX

10 Mbps Full Duplex
Jumbo Packet

10 Mbps Half Duplex
Large Send Offload V2 (TPv4) 100 Mbos Full Dupl
Large Send Offload V2 (IPva) 100 Ml:ups Hulf D"'p nlax
Locally Administered Address ALt N'. tiﬁ SEEX
Log Link State Event LLo eegotatan
Maximum Mumber of R55 Queues
Packet Priority & VLAN
Receive Buffers
Receive Side Scalin

W

Cancel

Again, note that the speed/duplex settings available are NIC dependent. Auto

Negotiation is generally the NIC default setting. Other NIC properties may be changed as

required.

If the NIC is currently connected to the network then the Status will be shown as

Operational. Otherwise the NIC is considered to be Non-Operational.
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6.6.2 Assign Stafic or DHCP IP Setftings

Normally the WIinPE5 or WIinPET0 DR environment will start with DHCP enabled and
active. However, if a static IP is required, use the 'Use the following IP address' option to
manually configure.

First ensure the desired network adapter is selected from the drop down list. If a static IP
address is to be applied, select the 'Use the following IP address' button. This will
automatically deselect the default DHCP option and allow the static IP parameters to be
defined.

Different tabs are provided for configuring IPv4 or IPvé IP addresses.

-

Efj, Cristie Network Configurator | B S

Ethernet Adapters

Intel(R) 82574 Gigabit Metwork Connection w

Physical Addr: 00-0C-29-93-90-C9 )
Settings:

Speed: Auto Negotiation Update ...

Status: p

Metwork Identification Map Metwork Drive
IPv4 Address DNS Server (IPv4)

() Obtain an IPv4 address automatically

MHED Fiats o _
LRl Detalls rEIEGSE

el
m
i

(® Use the following IPv4 address;

IPv4 Address: | 0.1 .11 .212] | More
Subnet Mask: | 255 .0 .0 .0 |
Default Gateway: | w. o . 1 .100 | More

|Use static gateway address

Set the new IP address, subnet mask and gateway IP address. The More button will allow
the system to have more than one static IP address. Click on Apply fo confirm the settings
for the selected adapter.

Copyright © 2022 Cristie Software Ltd.



56

Bare Machine Recovery for Rubrik CDM

6.6.3

This feature will also allow the DHCP lease to be released or renewed, as required.

Map a Network Drive

In order to simplify access to network resources, the Network Configurator allows you to
map a network drive to a network share. Start the Cristie Network Configurator from the
Tools menu and select the Map Network Drive tab.

& Cristie Metwork Configurator = || = | ﬁl

Ethernet Adapters

Intel(R) 82574 Gigabit Metwork Connection w
Physical Addr: 00-0C-29-93-90-C9 )

Settings:

Speed: Auto Negotiation Update ...
Status: p

IPw4 Address DMS Server (IPv4)

Metwork Identification Map Metwork Crive

Map a netwark drive

Drive: |Q: &«

Network Path: | \10.1.1,30\test-scratch |
| Map Drive

DomainUsername: |su:|f't'.-\'are'|,r|igE|p

Passwaord: | EEEEEEEE |

Inmap & network drive

= Unmap Drive

oty e

Select the drive letter that you wish to allocate from the Drive drop-down box and type in
the share name that you wish to associate with it. Also specify the network credentials to
be used to access the share.

Note: The network path may be specified either by hostname, IPv4 or IPvé6 address.

Press Map Drive to confirm the share operation. If successful, the share will be added to
the Unmap a network drive drop down list.
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6.64 Unmap a Neiwork Drive

If you need to disconnect a mapped drive for any reason, this option allows you to do
this. Just select the drive that you wish to disconnect from the Unmap a network drive
drop down list and then click Unmap Drive.

f Cristie Metwork Configurator = || =] |ﬁ|

Ethernet Adapters

Intel(R) 82574 Gigabit Network Connection e

Physical Addr: 00-0C-29-93-90-C9 )
Settings:

Speed: Auto Negotiation Update ...

Status: p

IPw4 Address DMS Server (IPv4)
Metwork Identification Map Metwork Crive

Map a netwark drive

Drive: |A: e

Metwork Path: |

] Map Drive
DomainYJsername: | |

Password: | |

Unmap a netwark drive

Qs 10,1, 1. 30Vtest-scratch w LInmap Drive

Q: \\10.1.1.30\test-saratch

QK Apply Cancel

The mapped drive is removed from the list to confirm the operation.
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6.6.5 Setup DNS Servers

DNS server IP addresses are automatically set when the WIinPES or WIinPE10 DR

environment boots. However, options are provided to allow DNS server IP addresses to
be manually set if required.

Different tabs are provided for configuring IPv4 or IPvé IP addresses.

|Nofe: WINS servers are not currently supported by this tool.

I

f= Cristie Metwork Configurator = | =] ﬁl

Ethernet Adapters

Intel(R) 82574L Gigabit Metwork Connection '

Physical Addr: 00-0C-29-93-90-C9 .
Settings:

Speed: Auto Negotiation Update ...

Status: p

Metwork Identification Map Metwork Drive
IPv4 Address DNS Server (TPv4)

() Obtain DNS Server address automatically

(@) Uze the following DNS Server address:!

DMS Server: m . 0 ., 1 ,108 More

K, Apply Cancel

Select the 'Use the following DNS Server address' radio button and enter the new DNS IP

server address. If required, select the More button to add several DNS IP addresses. Press
Apply to activate the new address.
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6.6.6 Setup Network Idenfification

Click the Network Identification tab to setup a new hostname for the recovering system.
This allows the WInPES5 or WinPE10 hosthame and Primary DNS suffix to be changed during
a DR session if required. These details are tfransient and only apply only while the WInPE5 or
WINPE10 DR session is running. They are not applied to the recovered system when it

reboots after the DR session.

£ Cristie Metwork Configurator

=] B S

Ethernet Adapters

Intel(R) 82574 Gigabit Network Connection e
Physical Addr: 00-0C-29-93-90-C9 .

Settings:

Speed: Auto Negotiation Update ...
Status: Lp

IPw4 Address DNS Server (IPv4)

Metwork Identification Map Metwork Drive

Hostname: | Win2013-DR | set |

Primary DMNS Suffix: |

FQDN: minint-ajs3jrg

Ok

Example: 'microsoft. com'

Apply

Cancel

-

Enter the new Computer Hostname and press Set to confirm the change.
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6.7

6.7.1

Configure Routing
The Cristie Route Configurator tool provides extensive facilities to configure the network
routes during the recovery process.

It offers the following features:

= supports multiple NICs
= provides the ability to add/modify/delete a route
= supports IPv4 and IPvé routes

= allows IPv4 and IPvé ping/tracert diagnostics to be run on a target hostname or IP

address

IPv4 Routes

Click the IPv4 Routes tab if not already selected. First select the required interface from
the drop-down list.

Cristie Route Congigurator @
Interface list
3 Intel{R) 82574 Gigabit Network Connection ~
Physical Address: 00-0C-23-93-9D-C9
IPv4 Routes Diagnostics
Metwork Destination  Metmask Gateway Interface Metric
0.0.0.0 0.0.0.0 10.0.1.100 10.1.8.128 25
10.0.0.0 255.0.0.0 Onink 10.1.8.128 281
10.1.8.128 255,255.255.255  Ondink 10.1.8.128 281
10,255,255.255 255.255,255.255  Ondink 10.1.8.128 281
224.0.0.0 240.0.0.0 Onink 10.1.8.128 281
255.255.255.255 255.255,255.255  Ondink 10.1.8.128 281
Add a route Delete a route Edit a route
Cancel

You may then add a new route, delete or edit an existing route.

To add a new route, click Add a route. A data entry dialogue is displayed. To add a route
identify the new route network, the route netmask, gateway and route metric. Click Save
tfo add the new route or Cancel fo cancel the creation of the new route.

RBMR User Guide



Restoring your System 61

Add a route @
Metwork Destination | 10 .10 .1 .1 |
Netmask | 255 . 255 . 0 . 0 |
Gateway | 0. 0 . 1 . 100 |

Interface | 0 . 1 . 8 ,214|

Click 'Save’ to add this route, or ‘Cancel' to not add this route

Save Cancel

To delete an existing route, highlight the desired route in the displayed list and click Delete
a route. A confirmation dialogue is displayed. To delete click Yes to confirm or No to
cancel the delete operation.

Delete a route @
Metwork Destination | 0 . 1 . 8 . 214 |
Netmask | 355 , 255 , 255 . 255 |
Gateway | o .0 .0 .0 |
Interface | 0 . 1 . 8 .24 |
Mefric 256

Do you wish to delete this route?

To edit an existing route, highlight the desired route from the displayed list and click Edit
route. A data entry dialogue is displayed. Only the network gateway and metric can be
changed however. Click Save to make the changes or Cancel to abandon the changes.
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6.7.2

Edit a route @

Metwork Destination | 0 . 1 . 8 . 214 |
Netmask | 355 , 255 , 255 . 255 |
Gateway | i . o .0 .0 |
Interface | 0 . 1 . 8 .24 |
Mefric 256

Click 'Save' to chanage this route, or 'Cancel’ to not change this route

Save Cancel

IPvé Routes

Click the IPvé Routes tab if not already selected. First select the required interface from
the drop-down list.

Cristie Route Congigurator @

Interface list

Intel{R) 82574 Gigabit Network Connection w

Physical Address: 00-0C-23-93-9D-C9

IPv4Routes [PvERoutes  Diagnostics

Metric Network Destination Gateway

281 o fed0::290: 7fff:fedc: 85ae
281 fed:: 64 On-ink

281 fed0::e89c: 5129:acsb: 2fb0/128 On-ink

281 ffon::fa Onink

] Add a route ] Delete a route Edit a route

Cancel

You may then add a new route, delete or edit an existing route.

To add a new route, click Add a route. A data entry dialogue is displayed. To add a route
identify the new route network, subnet prefix length, gateway and route metric. Click
Save to add the new route or Cancel to cancel the creation of the new route.
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Add a route @

Subnet Prefix Length 128

Metwork Destination | fed0::a95a:5822: 7bda: 7200 |

Gateway | . |

Click 'Save' to add this route, or 'Cancel' to not add this route

Save Cancel

To delete an existing route, highlight the desired route in the displayed list and click Delete
a route. A confirmation dialogue is displayed. To delete click Yes to confirm or No to
cancel the delete operation.

Delete a route @

Metric 731

Subnet Prefix Length i)

Metwork Destination

Gateway fed0::290: 7 fedc:&5ae

Do you wish to delete this route?

To edit an existing route, highlight the desired route from the displayed list and click Edit a
route. A data entry dialogue is displayed. Only the network gateway and metric can be
changed however. Click Save to make the changes or Cancel to abandon the changes.

Edit a route @

Subnet Prefix Length V]

Metwork Destination

Gateway fed0:: 290: 7ff:fedc:a5ae

Click 'Save' to change this route, or 'Cancel' to not change this route

Save Cancel
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6.7.3 Diagnostics

Click the diagnostics tab if not already selected. First select the required interface from
the drop-down list.

Cristie Route Congigurator @
Interface list
Intel(R) 82574 Gigabit Metwork Connection w
Physical Address: 00-0C-28-93-3D-C9
IPv4 Routes Diagnostics

MNetwork Destination  Metmask Gateway Interface Metric
0.0.0.0 0.0.0.0 10.0. 1. 100 10.1.8.128 25
10.0.0.0 255.0.0.0 On-ink 10.1.8.128 281
10.1.8.123 255,255,255.255  Ondink 10.1.8.128 281
10,255,255.255 255.255.255.255  Ondink 10.1.8.128 281
224.0.0.0 240.0.0.0 On-ink 10.1.8.128 281
255.255,255.255 255,255,255.255  Ondink 10.1.8.128 281

Add a route Delete a route Edit a route

Cancel

Enter either the hostname or IPv4/IPvé IP address of the network target. Click fracert to
examine the route to the selected target.
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Interface list

Intel{R) 82574 Gigabit Network Connection

Physical Address: 00-0C-23-93-9D-C9

IPv4 Routes Diagnostics

Enter hostname or IF address to check

® Pva

10.10.2.84 |

tracert

OK

Cancel

ping

23

Click ping to check connectivity fo the selected host. Click OK to exit the dialogue.

Cristie Route Congigurator

Interface list

Intel{R) 82574 Gigabit Network Connection

Physical Address: 00-0C-29-93-90-C9

IPv4 Routes Diagnostics

Enter hostname or IP address to check

10.10.2.84

(@) IPve

tracert

Cancel

=
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Reboot

After a successful recovery, select Reboot to exit the WIinPE5 or WIinPE10 environment and
booft the recovered system. Note you may need to change the default boot device to be
the OS boot disk since it may still be configured to boot from the RBMR DR boot

environment.

Click Yes on the confirmation dialogue to restart or No to continue running the DR
console:

Warning 3

Exiting this program will restart your computer,
Do you really want to exit?
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7 Appendices

7.1 Windows 10/11 Storage Space and
2012/2012R2/2016/2019/2022 Storage Pool Support

Windows Storage Pools/Spaces are now fully supported for Windows Server 2012, 2012 R2,
2016, 2019, 2022 and Desktop 10 and 11.

However, it is important you keep a note of your Storage Pool disk configuration since this
will need to be manually re-configured during the recovery process. The Storage Pool
names will be saved but not the physical disk mapping.

Nothing special needs to be done during the backup process as long as all the virtual
disks in the pools are backed up.

rNofe: Only the WiInPE5 DR environment supports the recovery of storage pools at the
moment.

7.2 UEFI and MBR BIOS support

RBMR has the ability to convert a legacy BIOS boot configuration to a more modern EFl
based boot configuration during a Windows clone operation. It does this automatically
by creating an extra EFl partition on the detected boot disk and adding the requisite
boot files to this partition. Regardless of the original boot disk type it will be converted to
GPT format in the clone target system.

Note: This EFI BIOS conversion feature is only supported on compatible target environments
such as physical machines, VMware Workstation™ and VMware vSphere™.

Prior fo booting the new EFI clone target manual intervention will be required to
configure a new boot option. An example of this obtained from a VMware Workstation™
clone target is shown below. Other virtual environments will be similar.
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Boot Manager

Continue to boot using
the default boot order.
EFI UMuware Virtual SCSI Hard Drive (0.0)
EFT UMware Uirtual SATA CDROM Drive (1.0)
EFI Netuwork
EFI Internal Shell {Unsupported option)

Enter setup
Reset the sustem
Shut down the system

Tl=Hove Highlight <Enter>=3elect Entry
Default EFl bios

Boot Manager

Boot normally Configure the firmware
boot environment and

EFI UMuare Virtual SCSI Hard Drive (0.0) options.

EFT UMuare Uirtual SATA CDROM Drive (1.00

EFI Network

EFT Internal Shell {Unsupported option)

Reset the system
Shut down the system

t1=Move Highlight <Enter>=3Select Entry
Select Enter Setup option

RBMR User Guide
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Boot Maintenance Manager

Manipulate the list of
Configure drivers installed 0Ses and
Boot from a file bootable devices

Configure screen size

Exit the Boot Maintenance Manager

Tl=Move Highlight <Enter>=3elect Entry Esc=Exit

Select Configure boot options

Configure boot options

Add EFT application or
Delete hoot option renovable media as
Enable or disahle boot option boot option
Change hoot order

Go back to Boot Maintenance Manager Main Page

T1=Move Highlight <Enter>=3Select Entry Esc=Exit
Select add boot option
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File Explorer

Load File

[PciRoot (0x0) /Pci (0x16,0x0) /Pci (0x0, 0x0) /MAC (00OC
296DC12E, 0x0) /TPu4(0.0.0.0,0x0,DHCP,0.0.0.0,0.0.0
.0,0.0.0.0)1

Load File

[PciRoot (0x0) /Pci (0x16,0x0) /Pci (0x0, 0x0) /HAC (0OOC
296DC1Z2E,0x0) 1

Load File

[PciRoot (0x0) /Pci (0x16,0x0) /Pci (0x0, 0x0) /HAC (0OOC
296DC12E , 0x0) /TPub (0000 : 0000 : 0000 : 0000 : 0000 : 000 :
0000 : 0000, 0x0,Static, 0000 : 0000 : 0000 : 0000 : 0000 : OO
0:0000: 0000, 0x40,0000 : 0000 : 0000 : 0000 : 0000 : 00O : OO
00:0000)1

Tl=Hove Highlight {Enter>=3Select Entry Esc=Exit
Select boot partition in File Explorer

File Explorer
T (nore) T

<nb-NO>>

<nl-NL>

<pl-PL>

<pt-BR>

<pt-PT>

<gps-ploc>

{ro-RO>

<ru-RU>

<{sk-SK>

<s]-SI>

<{sr-Latn-C3>

<sr-Latn-R3>

<{su-SE>

<tr-TR>

<uk-Un>

<zh-CN>

<zh-HK>

{zh-TW>

bootmgr .efi
mentest .efi

Tl=Hove Highlight <Enter>=3elect Entry Esc=Exit
Select EFl boot image
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Modify Boot Option Descriptiom

hootmgfu.efi Commit changes and exit

Input the description _
Input optional data _

Discard changes and exit

t1=Move Highlight <Enter>=Select Entry Esc=Exit
Modify boot option description and commit

Boot Manager

Boot normally Device Path:
PciRoot (0x0) /Pci (0x15,0x%

EFI UMware Uirtual SCSI Hard Drive (0.0} 0) /Pci (0x0,0x0) /Scsi (0x0

EFI UHuware Uirtual SATA CDROM Drive (1.0) ,0x0) FHD (1,G6PT ,571AEABF -

EFI Network B441-4ECD-9FA1-8F1BCBBI2

EFI Internal Shell (Unsupported option) DCB, 0x800 , 0x320000 AAEFT\
Microsoft\Boot\bootmgfu.
efi

Enter setup

Reset the system

Shut down the system

T1=Hove Highlight <Enter>=3Select Entry

New boot option configured

This feature supports clone source systems with a split boot configuration (i.e. Boot and
System partitions on different disks or different Boot/System partitions on the same disk).
The split boot configuration will be replicated on the clone target subject to the GPT
conversion mentioned above.
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This feature also supports source systems configured with a Windows dynamic boot
volume (e.g. a dynamic mirror).

It is also possible to clone an EFl based source system to a target configured with a
legacy BIOS. In this case any GPT based booft disks will be converted to legacy MBR disks
and the EFl partition removed.
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8 Cristie Technical Support

If you have any queries or problems concerning your Bare Machine Recovery for Rubrik
CDM product, please contact Cristie Technical Support. To assist us in helping with your
enquiry, make sure you have the following information available for the person dealing
with your call:

e RBMR Version Number

Installed OS type and version

Any error message information (if appropriate)

Description of when the error occurs

All Cristie log files relating to the source or recovery machine. This is very important

to help us provide a quick diagnosis of your problem

Contact Numbers - Cristie Software (UK) Limited

Technical Support +44 (0) 1453 847 009

Toll-Free US Number 1-866-TEC-CBMR (1-866-832-2267)
Forum forum.cristie.com

Sales Enquiries sales@cristie.com

Email support@cristie.com

Web WWW cristie.com

Support Hours

05:00 tfo 17:00 Eastern Standard Time (EST) Monday to Friday
Out-of-Hours support available to customers with a valid Support Agreement - Severity 1
issues* only

UK Bank Holidays** classed as Out-of-Hours - Severity 1 issues only.

*Severity 1 issues are defined as: a production server failure, cannot perform recovery or
actual loss of data occurring.
**For details on dates of UK Bank Holidays, please see www .cristie.com/support/

Cristie Software Ltd. are continually expanding their product range in line with the latest
technologies. Please contact the Cristie Sales Office for the latest product range.
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