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Cristie Bare Machine Recovery

1.1

1.2

Using CBMR for Disaster Recovery

This document describes the essential elements of CBMR and Disaster Recovery based upon a tailored
WinPE recovery module. It is based upon version 6.3 of the software. CBMR can protect a system all
the time, if set up and configured correctly. The following sections explain this procedure.

Introduction

Cristie Bare Machine Recovery (CBMR) for Windows XP, Vista, Windows 7, Server 2003 and Server
2008 (including Core and R2) is available as a single edition suitable for all platform types. You must
have one of these Operating Systems correctly installed prior to proceeding with the installation of
CBMR.

A low cost version of CBMR, called the Desktop version, is also available. This edition offers exactly
the same functionality as the full Server version, but supports Windows XP, Vista and Windows 7
only.

IMPORTANT: Refer to the Readme HTML file (open in a browser) on the installation disk for any
limitations and last minute updates. This Readme file is also provided in French, German and
Japanese ersions.

To minimise the impact of a hard disk failure, you need to have a restore strategy in place. CBMR
allows you to recover Windows XP, Vista, 7, Server 2003 and Server 2008 Workstations and Servers
without first having to re-install the operating system or backup software. This reduces the recovery
time significantly. All you need is disaster recovery media from which to boot your computer and a
disaster recovery backup of the Windows XP, Vista, 7, Server 2003 and Server 2008 system.

Finally, a full backup of the system can be restored using the backup features of CBMR or any other
preferred Backup/Restore software.

Backups can be performed to a variety of different Backup Locations and media, including IBM's
Tivoli Storage Manager, tape, disk, network-attached storage etc. For simplicity, this manual will
refer to Tape as the backup media throughout.

Note: CBMR does not support Windows NT or Windows 2000.

Preparation

To use CBMR in a production environment, you must follow the procedure in the order listed below:

1. Installation (refer to the CBMR Installation and Licensing Guide)

» /nstall the CBMR Backup and Restore software

» License the Software (using a Trial or Full license)

2. Configuration
= Specify where the Configuration Parameters are stored
= Save the Configuration parameters. Update when significant hardware changes are made

= Ensure that you have a bootable media (normally the WinPE DR CD-ROM)

3. Backup system and User data

Copyright © 2003-2011 Cristie Software Ltd.
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1.2.1

1.2.2

= Perform regular Disaster Recovery backups as required

= Perform any extra standard data backups as required

You will then be ready to Restore the system from the Disaster Recovery Backup.

Note if using TSM, check the TSM BA Client version in use on your server. Also Create a TSM Client
Node.

To perform a Bare Machine Recovery you must:

1. Boot into the DR environment on the machine to be restored from the CBMR WinPE DR CD-
ROM.

2. Specify the location of the machine configuration data.
3. Perform a system recovery from the specified backup location.

4. Perform conventional data recovery from your backups if necessary.

TSM Client Version

If you intend to use TSM as your backup location it is important to check the version of the TSM
Client installed on your machine. Versions supported by CBMR are:

TSM Client 5.5.x onwards with a compatible TSM Server version (refer to the Readme document for
full details).

If you are not using TSM, please skip this step.

Creating a TSM Node

This step is optional if TSM is not used in the recovery procedure.

CBMR will connect to a TSM server as a client node. The machine's operating system files and
other important files will be stored under a Filespace in the client node. If you need to create a Client
node using the TSM Admin Client, refer to the TSM Administrator Guide for further information.

To use the TSM module, you must enable CBMR to backup to the IBM Tivoli Storage Manager by
creating a dedicated node via the TSM Admin client.

The settings required for the node are:

Archive Delete Allowed YES
Backup Delete Allowed YES
Client Compression setting CLIENT
Force password reset NO
Node Type CLIENT

In addition, you must consider your password policy. If you specify a Password Expiration period,
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1.3

you will have to set the password in CBMR every time the password expires.
Note: automatic password generation for the client nodes is supported in CBMR 5 and later.
Additional Configuration to Maintain Multiple Backup Versions

If it is required to hold more than one version of the DR backup in the same filespace, then the node
must be setup correctly to support this.

You must have a Management Class (MC), which contains a Backup Copy Group (BCG) and an
Archive Copy Group (ACG).Your node needs to be registered to use the MC.

The parameters of the BCG of interest are:

= Versions Data Exists = 2

= Versions Data Deleted = 1

= Retain Extra Versions = 30

= Retain Only Version = 60

In this example, there can be two versions of an object. The Versions Data Deleted attribute
specifies the maximum number of different backup versions (1 in this case) retained for files and

directories that you erased from your file system. This parameter is ignored as long as the file or
directory remains in your file system.

The expiration date for the remaining versions is based on the retain extra versions and retain only
version parameters. In the example, if there is more than one version and one is deleted, the deleted
one will be kept for 30 days. The only remaining copy of the object will be retained for 60 days (that
is AFTER you make it inactive).

Note: if several versions of a DR backup are maintained in TSM, the WinPE recovery environment will
allow you to choose a specific version to restore.

Disaster Recovery

In the event of a disaster, having previously taken a backup of the system and stored the
configuration information, Windows PE mode DR enables you to restore your system to the state at
the last backup.

The CBMR recovery console (supplied in Windows PE form) is supplied on CD-ROM and, if your
machine supports bootable CD-ROMs (most PCs do), then this is the most convenient way to boot
the DR module. If the system does not support bootable CD-ROMs you can boot from the network.
The WiIinPE DR environment can be network booted from a RIS server. The supplied Cristie
document CBMR WinPE DR RIS Network Boot provides details on how to set this up.

The Windows PE option offers several advantages, namely:

= a familiar Windows GUI

the ability to selectively choose which disks/partitions are going to be recovered
= the ability to inject new mass storage drivers during the boot process for dissimilar recovery

= all variations of Microsoft dynamic disks are supported (i.e. mirrored, spanned, striped and RAID-
5)

= NTFS wolumes/partitions are created natively
= partitions mounted on folders (junctions) and hard links are supported

= the restored backup contains the original file security information
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2.1

211

The Create Configuration Wizard

Configuration information can be stored in the following locations:

Floppy Disk

= Network share

Local folder

Local disk

= Locally attached USB pen drive

= Located within the DR backup itself (recommended)

Depending upon your deployment strategy, you may choose any one (or more if you wish) of the
abowe.

As part of this process, the details about hard disks, operating system, storage controller(s),
network adapter(s), network settings and the Backup Location to use will be queried and stored. You
can override some of these details if you wish.

This phase of the setup comprises the following stages:

1. Specify a Backup Location to hold the DR backup
2. Specify where the DR configuration is to be stored
3. Select the disk wlumes to be restored and formatted during the recovery process

The next sections discuss these stages in more detail.

Setting up the Configuration Parameters

The configuration information can be stored either:

= on a floppy

= on a local disk/folder

®» |ocally attached USB pen drive

= on a network share

= located within the DR backup itself

If it is stored in a network share, the DR system will need to know the authentication details to gain
access. Cristie recommend using the "located within the DR backup" option.

In the CBMR main window, click on Setup Disaster Recovery Configuration:
First, you will be offered the choice of where to store your configuration parameters. This can be

stored as part of the DR backup itself, or any local Backup Location (floppy, local disk, USB disk,
network share etc).

Storing Configuration Parameters

Note that you must setup a Backup Location from the Configuration menu before proceeding.

In the CBMR main window, click on Setup Disaster Recovery Configuration:
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EEY
v~ Configuration =" Tools i:.’ Help
Welcome to CBMR |
What do you want to do?
EE== Setup Disaster Recovery Configuration

e Create / modify system configuration settings including specifying backup locations for
w disaster recovery.

Q Run or Schedule Disaster Recovery Backup
| q Specify to run disaster recovery backup now or create a disaster recovery schedule for
regular backup.

k - -
ol View Log Files
Wiew log files of previous operations such as Backup, Restore, Compare and Verify.

The CBMR Configuration Welcome dialogue will appear.

CBMR Configuration - Welcome |X|

Welcome to Disaster Recovery
configuration wizard

Thiz wizard will take vou thraugh the steps in configuring
CBMR far recovery an thiz systen.

Select the [Mext] button to continue.

< Back et » Cancel
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Select Next> and the CBMR Configuration - Select Location dialogue will be displayed:

CBMR Configuration - Select Location

Select Location

Specify the location where the configuration settings for thiz computer are to be ]
shored. ‘_‘

* Store configuration information az part of backup

™ Store configuration information ta the following location

Path : Browse |

HOTE: Enter an UMC path to store the configuratian details of
maty computers to a central place,

< Back I et » I Cancel

Select ‘Store configuration information as part of a backup'.

Press Next> and you will now be prompted to select a ‘Backup Location' to contain the DR backup
and configuration.

CBMR Configuration - Select Backup Location m|

Select Backup Location
Select the Backup Lozation to be used for the dizaster recovery backup.

4

Backup Location :  |MyWTD ;I

Create Mew . |

< Back Mest » Cancel
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If a VTD is chosen as a Backup Location and it resides on a remote share, the CBMR
Configuration - Provide Authentication Details dialogue will be shown to allow the network

authentication details to be specified:

CBMR Configuration - Provide Authentication Details

Pleaze enter the login detailzs for the fallowing netwark, share where your file device
iz located.

Provide Authentication Details

Metwark. Share : 1021, 21 vshare?

Drarmnain 4 S orkgroup name : Idevelnpment

Izer name : Inigelp

Paszward :

Ixxxxxx

¢ Back et » Caricel

The CBMR Configuration - Select Volumes to Format dialogue will help you to select the disks
and partitions which should be formatted
during a recovery:
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CBMR Configuration, - Select Yolumes To Format R|

Select Yolumes To Format

By default, anly the “Windows systerm and boot volumes will get formatted. Additional ]
volumes can be formatted by selecting them here. ‘_‘

Ayailable Volurmes:

Dirive Yolume Label File System
s el SyztermnDizk MTFS
L= En Windoves ngtallDistributions MTFS
[ [k Y Windowesl netallations MTFS
Oa 2 Yirtualkd achines MTFS

¢ Back | et » | Caricel |

Click on Next> to confirm the disks/partitions for formatting.

CBMR Configuration - Finish (%

You have finished DR configuration,

Configuration will be updated with the fallowing details.

The “Windows drive iz C:5 and the boat drive i C:h S

Configuration will be stored in
"G alawyhpublichnigelphoonfigst

The configuration location will be accezsed using
developmenthnigelp with the supplied pazsword.

The Backup Location to be used with the recovery
backup iz "k TD".

The Backup Location will be acceszsed uzing =
developmenthnigelp with the supplied pazsword.

“ ~ The following volume(s] will be formatted during hat

< Back Finizh Cancel

Finally, click Finish to save the settings. When a DR backup is run, the configuration information will
be stored to a folder CBMRCFG on the Windows drive. This folder will be automatically included with
the backup. This folder should never be removed manually, nor its attributes or contents changed.
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Note: if you choose this option, you will need to manually specify the Backup Location during the
recovery procedure.

21.2 Storing in a Specific Location

This can be useful if:

= You do not have a floppy or another locally attached drive
= A number of similar computers are connected to a network

In the CBMR main window, click on the Setup Disaster Recovery Configuration option:

.Eristie Bare Machine Recovery Software = 0] =l

V" Configuration =" Tools ;:.’ Help

Welcome to CEMR |

What do you want to do?

E=== Setup Disaster Recovery Configuration
H ; Create / modify system configuration settings including specifying backup locations for

‘ disaster recovery.

a Run or Schedule Disaster Recovery Backup
| 9 Specify to run disaster recovery backup now or create a disaster recovery schedule for
regular backup.

View Log Files

View log files of previous operations such as Backup, Restore, Compare and Verify.

The CBMR Setup Configuration Wizard Welcome screen will appear.
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The Create Configuration Wizard 13

CBMR Configuration - Welcome

Welcome to Disaster Recovery
configuration wizard

Thiz wizard will take vou through the steps in configuning
CBMA for recoveny on this zpsten.

Select the [Mext] button to continue.

m "-'.*i'll"' A

< Back et » Cancel

Click on Next> and the CBMR Configuration - Select Location page will appear.

CBMR Configuration - Select Location |£|
Select Location
Specify the location where the configuration zettings for thiz computer are to be
zhored. “4

™ Store configuration information as part of backup

" Stare configuration infarmation ta the follawing location

Path : |"~"\I3 alamyspublichhigelpconfigs Browse |

MOTE: Enter an LUMC path to store the configuration details of
many computers ta a central place.

< Back Mest » Cancel

Select ‘Store configuration information in the following location'.

If the configuration is to be stored on a local drive such as a floppy, local hard disk or external USB
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disk, either use the Browse button to navigate to the folder or specify the path:

= A:\ (root folder on a floppy)

= F:\Configs (folder on a locally attached USB disk)

Saving the configuration to a network share requires a full UNC path to be entered, such as:
= \\Galaxy\CBMR\Configs

To gain access to the network share, you may be required to enter your network credentials. Specify
your network Domain or Workgroup and a valid network Username and Password.

CBMR Configuration - Provide Authentication Details

Provide Authentication Details
Fleaze enter the login detailz for the following nebwork, share where the configuration ]
zettings will be zaved. “4

Metwork, Share : WG alaxytpublic

Damain & Warkgroup name : |develnpment
Ilzer name |nigelp
Pazsword : R
< Back Mext > Cancel

The specified credentials will be saved to the configuration to be used later during the recovery. The
password will be saved in encrypted form.

Whether the configuration is stored on a network share or on a local drive, the selected folder must
currently exist.

Press Next> and you will be prompted to select a Backup Location for the DR backup and
configuration.

Copyright © 2003-2011 Cristie Software Ltd.
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CBMR Configuration - Select Backup Location

Select Backup Location
Select the Backup Location to be uzed for the dizaster recovery backup. I

Backup Location : | Mw/TD ;I

Create Mew . |

< Back et » Cancel

The CBMR Configuration - Select Volumes to Format page will help you to select the disks and
partitions which should be formatted during a recovery.

CBMR Configuration - Select Yolumes To Format

Select Yolumes To Format
By default, only the ‘wWindows system and boot volumes will get formatted. Additional )
wolumes can be formatted by selecting them here. ‘_‘

Axallable Walumes:

Drrive | Y alume Label | File System
[ Y el SystemDizk MTFS
Cl=E: WindovezlnztallDistributions MTFS
[ [l Y Windovezlnztallations MTFS
Ll Yirtualkd achines MTFS

< Back I Mest » I Cancel

Select Next> to confirm the disks/partitions for formatting.

Copyright © 2003-2011 Cristie Software Ltd.
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CBMR Configuration - Finish

You have finished DR configuration,

Configuration will be updated with the fallowing details.

The “Windows drive iz C:5 and the boat drive i C:h |

- Configuration will be stored in
"G alawyhpublichnigelphoonfigst

The configuration location will be accezsed using
developmenthnigelp with the supplied pazsword.

The Backup Location to be used with the recovery
backup iz "k TD".

The Backup Location will be acceszsed uzing L
developmenthnigelp with the supplied pazsword.

~ The following volume(s] will be formatted during |
m"#;ﬁl’p, .

< Back Finizh Cancel

Select Finish to save the configuration to the selected location.

Note: if a UNC path is specified for the configuration location, the same path can be used for all the

computers in the workgroup as individual system's configuration will be stored under a folder named
after the system's NetBIOS name.
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The Create Configuration Wizard 17

2.2 Choosing DR Backup Location

After choosing a location for the configuration, you will then be asked to select a Backup Location
for the DR backup.

Select Backup Location
Select the Backup Location to be uzed for the dizaster recovery backup, I

Backup Location :  |MyWTD j

Create Mew .

< Back et » Cancel

The dropdown control will list all the existing Backup Locations. If you wish to create a new
Backup Location just for the DR backup, select Create New..., which will show the New Backup
Location Wizard.

In the example above, a new TSM Backup Location is being created. Select Create to create the
new Backup Location. Once done, select Finished and the control will return to the Select
Backup Location page.

Select Next> to be prompted to select the disk options for the DR backup and configuration.

2.3 Selecting Volumes

The CBMR - Select Volumes to Format dialogue allows you to select the volumes and partitions
which should be formatted by the Recovery Console as part of the recovery procedure.

The Windows boot and system partitions will be selected by default and you cannot exclude them.
All other volumes and partitions can be selected or de-selected by clicking on the selection box
which toggles the current selection.

Select Next> when you have specified your selections.

Copyright © 2003-2011 Cristie Software Ltd.
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24

DR Setup - Finish Dialogue

You have almost completed the DR Configuration setup. (The location for the configuration may be
a floppy disk, a network share, a local folder or located with the DR backup itself)

CBMR Configuration - Finish

You have finished DR configuration.

Configuration will be updated with the following details.

The “Windows drive iz C:% and the boat drive is C:h

Configuration will be stored with the backup itzelf,

The Backup Location to be uzed with the recovery
backup iz "kMuTSk".

The Fallawing walume(z] will be formatted during

[ETOVEN:
Ch

< Back Finizh Cancel

All of the configuration selections are shown in the scrollable window.
Check that all your selections are correct.
If you need to modify any of these settings, choose the <Back button and modify your selection.

If you are happy with the selection, choose the Finish button and the DR Setup will add your system
configuration data to the configuration location of your choice.

Copyright © 2003-2011 Cristie Software Ltd.



Restoring Your System 19

3.1

Restoring Your System

If the situation arises where you need to recover your system, you have all the necessary information
on the DR System CD, the DR Configuration Disk (or file) and the DR Backup to get your system
up and running in minimal time. The restore process requires little user intervention.

WIinPE 2 based CBMR Recovery Console

When the WinPE 2 CBMR Console is booted, a Windows installation-like boot procedure is
started.

During the boot process, WInPE 2 drivers for your Plug and Play devices will be loaded - in
particular the Mass Storage devices and Network Adapters. When the WIinPE 2 system has
booted, it is possible to remove the CD if you wish.

Note: the DR Console will automatically reboot 72 hours after starting. This is an operating limitation
of the MIcrosoft Windows WinPE 2 environment.

Please wait while your PnP devices are loaded ...

When this sequence completes, the CBMR Recovery Console will be shown.

Copyright © 2003-2011 Cristie Software Ltd.



20 Cristie Bare Machine Recovery

3.1.1 CBMR Recovery Console Main Menu

When you boot the WinPE 2 DR environment, you will see the CBMR Recovery Console Main
Menu as below:

CBMR Recovery Console -

Startz the automatic recoveny wizard which will take you
through the steps neceszzary to recover your spsten.

Startz the manual recoveny wizard which will let you do
individual recoverny stepz.

Showsz a ligt of log and errar repart files from which ndividual ones
cah be zelected for viewing in notepad.

Letz pou copy all the lag and erar repart files booa removable media or
riebwiork, location for support purposes.

Will cloze this conzole and reboat the system.

wi,
(&)
wi,
ﬁ Letz pou run vanous tools relesant bo the recovery,

GMT Daylight Time - 6/26/2011 311:25 PM

CBMA Recovery Congole YWerzion 5.3 Build 152
Copyright [C] 2006 - 2017 Criztie Software Limited ‘

[Inited Kingdom
hikbpe A v criztie, com

cristic

You may configure the format of the displayed date/time and the keyboard layout, by pressing the
-
icon.

relevant to the recoverny.
English (UK}

arre » English (US)

9N French (France)
French {Switzerland)

nde  German (Germany)

MP German (Switzerland)
Italian {Switzerland)
Japanese

freb Gwedish

Date, Time and Time Zone
iy |

cristic

By default the standard display uses US keyboard layout, but this may be changed to one of the
listed alternatives. Note that this does not change the display language which is always English.

Select Date, Time and Time Zone to configure the locale for the recovery.
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Restoring Your System 21

x

Date and Time |.ﬁ.dditinnal Clocks I Internet Time I

Date;
Thursday, Movember 25, 2010

Time:
9:58:20 AM

@ Change date and time...

Time zone

(GMT]) Greenwich Mean Time: Dublin, Edinkurgh, Lisben, Lendon

Change time zone..,

Daylight Saving Time begins on Sunday, March 27, 2011 at 1:00 AM. The
clock is not set to adjust for this change.

I¥ Remind me one week before this change occurs

How do [ set the clock and time zone?

K I Cancel Al

Note: the Additional Clocks and Internet Time tabs are operational. In fact it is possible to synchronise
the system time with an NTP time server if required.

1

Select the Help button z to show online help for the recovery environment.
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22 Cristie Bare Machine Recovery

3.1.2 Start Automatic Recovery Wizard

Select this option to commence an automatic DR sequence.

CBhMB annnunm (ohanla =2
x
CBEMR
Welcome to the CEMR Recovery Wizard

This wizard will take you through the steps to fully recover your
gystem from the saved configuration irformation and a recaveny
backup.

Select [Next] to proceed.

< Back Meat = Cancel

ToaLIe

hitbp A ey crizhtie, com

Press Next> to proceed to the first step of the sequence. Press Cancel to abort the recovery
sequence at this point. You will then be presented with a dialogue prompting you to identify the
location of the system configuration details required for successful recovery:
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Restoring Your System 23

CBMR - Locate Configuration x|

Specify the location where the configuration settings for this
computer are stored.

¥ Stored with the backup data

" Stored in the following location

Path: | Brawsze |

Metwork Setup |

Copy Key Repository |

< Back Mext = Cancel

3.1.2.1 Stored with the backup data

If the configuration settings are are saved with the DR backup itself, select this option. You will be
required in the next step to identify the source of the backup by creating a temporary Backup
Location. Select Network Setup to configure the network for accessing a remote backup share or
TSM. Select Copy Key Repository to load a key repository file for recovering encrypted backups.
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24 Cristie Bare Machine Recovery

CBMR New Backup Location Wizard |

Welcome to CBMR New Backup
Location Wizard

Flease select a cateqony:

" IDE/SCSI Location

" File Location

{" Cascaded Location

" Library/Auto-changer Location

{¥ TSM Location

Click Mext to proceed

< Back Mext > Finished

Select Next> and setup the Location details. The example shows a temporary TSM Location being
defined. Note this Location exists for the duration of the recovery only.

CBMR New TSM Location Wizard El

Setup TSM Location
Provide Name, erter TSM Server and Cliert information.
Mame: |I'u1-_.rTSI".'1

— T5M Server Details
Communication Method: ITCP'|F' j

SV At 10.2.1.20

2ot [150

—TSM Cliert Details
MNode Mame: INIGELP

Mode Password: I*“""”

Filespace Name: |/NIGELP|

< Back Create Finished
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Note: it is possible to change the temporary Location’s details by selecting Modify on the menu. If the
Backup Location resides on TSM, it may be that there are several versions of the DR backup
available.

CBMR Restore Selection x|

Specify the restare zettings like the verzion of backup to restore and the
datazet here.

Backup Location TS

kultiple werzionz of the backup are available in thiz location. Select a
werzion o restore ;

Backup done on 04082010 14:20:55 j

Backup done on 04/ 010 14: 20:55
Backup done on 04/08/2010 14:14:35

Dratazet number to restare ; |'-'

[ Enable detailed restore log

< Back I Mext = I Cancel

Select the version appropriate to the recovery required. If the configuration is contained within the
backup, it will be extracted from the selected version. Select Enable detailed restore log if you
wish a full record of all the files restored during recovery. Beware that this could potentially become
very large and is not recommended.
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3.1.2.2 Stored in the following location

This following example retrieves the configuration from a local floppy disk. A USB disk would be
identified in much the same way.

CBMR - Locate Configuration

Note: USB devices must be connected to the system and powered (if required) BEFORE booting the
Windows PE recovery environment. This is a restriction of Windows PE.

Note2: the configuration filename disrec.ini MUST be appended to the pathname.
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3.1.2.3 Network Setup
If the configuration is held on a network share, define the syntax in the Path field. Please see the
example path below:

CBMR - Locate Configuration x|

Specify the location where the configuration settings for this
computer are stored.

" Stored with the backup data

¥ Stored in the following location

Path : |"-."-.Gala;-.",.-"-.CBMHC|:|rrfigs"-.Senfer.-'-"-."-J:Iisreu:.ini Browse |

Metwork Setup |

Copy Key Repository |

< Back Mext = Cancel

If the configuration is maintained on a remote network share then the network must be operational.
Select this option to start the Network Configurator tool. Configure the required network adapter
from the dropdown list and configure the IP settings accordingly.

This saves having to navigate back to the DR Console Main Menu where the same function is
provided.
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i

‘ @Macﬂddrl[ﬂ Load |E Save |$~ Help |

Ethernet Adapters

Intel(R) PRO/1000 MT Network Connection

Speed: I.ﬁ.uto Megotiation

Settings:  Update... |

Map Metwork Drive
DMS Servers

Status: Flperaﬁnnal

Metwork Identification I
IF Address |
—1* Obtain an IP address automatically

DHCP Details |

—1" Use the following IF address

Relzase | Renew |

IP Address: I

Submek Mask: I

Default Gatewans I |

[T Use static gateway address

oK | Apply | Cancel |

Press OK to complete the Network Configurator dialogue and then Next to proceed with the next

step in the recovery sequence.
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3.1.2.4 Encrypted DR Backups

If the configuration files are contained within the backup, the backup was encrypted and no Key
Repository file has been provided, then a prompt will appear for the encryption key or passphrase.

Qﬂesture Status - 0%
E Execute Detailz

Selection Mame:

Backup Location:

Media Detailz

L P

Encryption Key ¥erification

Pleaze Enter Encryption Pazzphraze or Clear Eew:

[ Usze Clear Key

W Show Clear Text

Passphrase; |mar_|,| had a little lamb]

Clear Kew:

"Encr_l,lptiu:un Feyuzed

It is not possible to recover the configuration files from an encrypted backup without the key or
passphrase.
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3.1.2.5 Confirm Volume Layout

The next step in the Automatic recovery shows a list of the disks and partitions to be recovered.

CRBME Barovary Consola

CBMR - Yolume Layout

The anginal and propozed disk valumes are shown below. [F required, nght-click an a wolume ta

cuztomize the propozed lapout.

Stared |ayouk;

Propozed layout;

N PCwIN 2K 3R2

: g [lisk 0 Size 15.99 GE [
g Disk 1 Size 512 MB ]
g Digk 2 Size 512 MB ]
.z Disk 3 Size 512 MB []

= 2, WPCwINZK3R2
---. T Mgk 0 Size 19,99 GB [VMwan
| B S Dizk 1 Size 512 MB WM ware,
B = Dizk 2 Size 512 MB WM ware,
B & Dizk 3 Size 512 MB [V ware,

i

|zon Help |

¢ Back I et > I Cancel |

ikt & A, cristie. com

TIoLIT

The left-hand panel of the dialogue shows the original disk layout and partitions. The right-hand panel
shows how the recovered disks will be partitioned after the recovery.

A green tick box B next to a disk signifies that the disk and its underlying partitions will be left
intact. Placed next to a partition/volume means that the corresponding partition/volume WILL NOT

be partitioned.

A red exclamation mark B placed next to a disk means it WILL be partitioned during recovery.
Placed next to a partition or volume means that the corresponding partition/volume WILL be

partitioned.

A red/white exclamation mark [# placed next to a disk means at least one partition/volume WILL be

partitioned.

A white box [ indicates that the disk will be completely ignored during the recovery.

Click on the Icon Help button to display a summary of this:
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]

The original and proposed disk volumes are shown below. f required, right-click on a volume to
customise the proposed layout.

- e - -

— Digh Lewvel — PartitionAfolume Lewvel
B Dizk WILL be partiioned B Partitionalume WILL be formatted
B Dizk'WILL HOT be partitioned PartitionAfolume WILL MOT be
formatted

@ At lzazt one Partition Y alume
“WILL be farmatted

] Disk *WILL be ignored in the
PECOVEDN

lcon Help |

< Back Mexd = | Cancel |

When the recowvery is to the original system, the contents of both panels will look similar if the
number of disks is the same. Possibly the disk sizes will be different.

When performing a recovery to a dissimilar system, the disk mapping can be much more complex.
Some of the criteria used to judge the disk mapping are:

= disk geometry
= disk capacity
= if currently formatted, the disk signature

You many right-click on any disk shown in the right-hand panel to select whether the disk will be
formatted or not.
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CBMR - Yolume Layout |

The original and propozed dizk volumes are shown below. [F required, right-click on a volume to
custamize the proposed layaut,

Stored lapout; Fropozed lapout;
E ﬂ_ '|l'l|'Pl_‘".||'|I.|"'lb""'ll_I"'l I — EI '.n'l'll_".u AT AT
i CBMR - Disk Partitioning il GE [¥Mwan
o ez, partition thiz u_:Iisk. - B [¥Mware,
CAUTION: *vou will loge all the data i this disk! B [Mware,
B [ ware,

Mo, do not partition this digk.
Exizting data may be zafe.

k. I Cancel
| Il | | LI

|zon Help |

¢ Back Meut » | Cancel |

Any attempt to incorrectly turn off formatting will result in this error:

Stared lan it Prammzed Lanant

A CBMR - Disk Partitioning x| |—
E x|

CBMR - Error

Q This disk must be repartitioned as the existing disk doesn’'t match the

original disk's layout

1] 4 | Cancel I

< | ]2 | >

You may also right-click on a partition to allow you to selectively modify the partition parameters or
removwe it altogether.
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CRMBE Banovary Consnla
CEMR - ¥Yolume Layout x|

The onginal and proposed dizk volumes are shavn below. [f required, nght-click an a volume ta
cugtomize the propozed |layout,

Stared layaut: Propozed layaut;
=- 5 VPCAWINZE3R2 = 5 WPCWIN2K3R2
[+ Disk 0 Gize 15.99 GE [] =M % Disk 0 Size 15.99 GB [VMuwan
g Disk 1 Size 512 ME ] @ %) CI0S] NTFS, Size 4.00
g Disk 2 Size 512 MB [] . H @ E:[PartitionE], NTFS, Size

R KL e [/ Partition Details

Type : Partition
File System: [1TF5 =l
Size in MB :

Label - IF'artitil:unE
tount Detailz : I
Crive Letter : IE 'vI

¥ | Famat

Cancel |

btk s, cristie. carm

You may Modify the following partition parameters:

» size in MB (only if disk is shown with a H)
= |abel
= format (yes/no)

The screenshot below shows an example:
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¥Yolume / Partition Details x|

Type : Partition

File Systern : INTFS j
Size in MB : |509

Lahel: |MEKE

b aunt O etailz ; I

Dirive Letter : I E - I

v Farmat

[k I Cancel |

Select Delete to remove the partition completely (only if disk is shown with a Hl).

If you attempt to either not format or delete a Windows system partition, an error such as this will be
displayed:

CBMR - Error |

@ You can not delete the Windows boot /system partition

At this stage, nothing has happened to the disks. Press Next> to continue with the recowery.
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3.1.2.6 Proceed With The Recovery

Before continuing with the actual recowery, a final warning screen is displayed.

Welcome to the CBMR Recovery Console

CEMR - Finish

On zelecting [Finizk]. wanous dizk management tasks will begin.

'ou will be able to monitor the progress in a new window.

Cancel |

; ; e
Idnited Fingdaom cristie

hittp: /A crigtie. com

If you are happy with the specified recovery configuration, press Finish. This will commence the
actual recovery.

Note: this procedure will COMPLETELY DESTROY any existing data on those disks selected for
format (ie. shown with a H| )- Disks or partitions tagged as no format (ie. shown with a | ) will remain
intact.

Copyright © 2003-2011 Cristie Software Ltd.



36 Cristie Bare Machine Recovery

3.1.2.7 Disk Recovery Sequence

The Recovery Sequence begins by preparing the disks selected for the recovery.

e i T | T PO o TPV P8 ~
CEMR Recovery Status El

CBMF_DP.OLL 6.3.132 Criztiz Digk Partitioner [CDP) created onJul 28 2010 at 10:27:33

CBMR Conzole Werszion 5.3 Build 151
kanual A ecoverolume Creation] started on 8/5/2010 2:58:34 PM

Festoring *Windows Server 2003, Enterprize Edition [build 3730] [Service Pack 1]
Renaming the computer

Preparing basic disks

IMI dizk 0, ACT disk 0, Size=8132 MiB, Cylz=1044, TPC=285, SPT=E3, BF5=H12
Creating bazic partitions

Creating any partitionz on (NI disk 0, ACT digk 0

Created MEBR partition (40934 MiB] with drive letter C:, labelled '05°

Successfully created all basic disk partitions

Formatting bazic partitions

Formatted partition with drive letter C:, labelled '05"

Removing any denamic volumes marked az “failed" by Digkpart

Removing any disks marked az "mizzing'’ by Dizkpart

Creating partition mount paink:

Creating wolume mount poinks

ki aking bootable volumes active

Stopping access to Diskpart

The operation[z] finished successfully on 3/5/2010 2:53:06 P

Cloze Aot

Ftkp: s, crnihie, com

This involves:

= disk mapping original layout to new

= cleaning (removing any existing disk partitions)

= removing any existing dynamic wolume databases
= re-creating the partitions

= converting to dynamic volumes if required

= formatting to the required partition type

= create partition/volume mount points

= make bootable wolumes active

The next step is to recover the filespaces to the selected target disks/partitions. A new window
appears containing the restore status of recovered files, with progress bars indicating how much of
the backup has been restored. This display also shows the recovery statistics in terms of time, size
and throughput.

The recovery is divided into different phases: SystemState, followed by the recovery of each volume
filespace selected:
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r-‘Dh ‘D Dﬂﬂﬂl Fr ol . W] rﬁﬂﬁﬂﬂlﬂ
CBMR Restore Selection

@ Rrestore Status - 54%

— Execute Detailz
Selection Mame:

Backup Location:

brnrrest
iy T Sk

— Media Detailz

Walurme;
[ atazet;
Drrivves

WPCAWIMN2K3R2
C:
C:

— Current File
Path:

File:
Size:

C:WwAM DO S eystem 3

zasetup.msi
2 hB

Statuiz:

— Progress

Filez Done: F985 of 12782

Butes Dane: 1113 B of 2032 ME
Time T aken: 000245 Rate: B945.8 KB/Sec

 Encroptian ey used

This process may take some minutes if the backups are large. You may select the Abort button to
terminate the file recovery process, but this may leave the disk or partition in an unpredictable state,
which may render it unusable.

If any errors occur during the recovery, an error message will be shown in the window. Refer to the
logs post recovery to establish the cause of any error.
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3.1.2.8

Fah A P e e e cm e o T e e e o e

B+ =
CBMR Recovery Status x|
=

Preparing basic dizks

IMI dizk 0, ACT disk 0, S5ize=16334 MiB, Cylz=2088, TPC=255, SPT=E3, EPS=512
Creating basic partitionz

Creating any partitionz on INI digk. 0, ACT dizsk O

Created MER partition [4034 kiB] with drive letter C:, labelled ‘05"
Successfully created all basic disk partitions

Formatting bazic partitions

Formatted partition with drive letter C:, labelled ‘05"

Removing any denamic volumes marked as “failed"’ by Digkpart
Femoving any disks marked as "mizzing'’ by Dizkpart

Creating partition mount painks

Creating wolume mount points

kaking bootable volumes active

Stopping access to Diskpart

Creating restore script .. Sucoess
Restare il start shortly in a separate window,

Ilpdating the target registiy
Sanity check pazzed
Copying DizRec.ini to the Windows dive . Success

Start Dizsimilar Hardware. Search new hardware devices in the recovering svestem,
There are nio new devices found in pour sustem.

Recaven finizhed successfully on /420010 1:48:53 PM ll

LCloze At

htbp: S crnizhie, com

The final steps of the recovery are to:
» run a sanity check to determine if all the expected boot files are present on the boot volume

= run a dissimilar hardware check to determine if new drivers are required for new boot devices

Finally, press Close to return to the Recovery Console main menu. At this point, you may want to
view the recovery logs and perhaps copy the logs to a local device or remote share before selecting
to reboot.

Note:recovery logs are also saved to the recovered system to the CBMR installation sub-folder
'Temp’ (e.g. "C:\Program Files\Cristie\CBMR\Temp")

Disk Scaling

In situations where the target system has fewer or smaller disks than the original system, Disk
Scaling will come into effect.
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Welcome to the CBMR Recovery Console

CBMR - ¥Yolume layout

T he original and propozed disk volumesz are show below. |F required, right-click on a volume ko
cuztomize the proposed layout.

Stared layaut: Propoged layaut;

wiNZK3R2
g Diisk 0 Size 74.56 GE B " Disk 0 Size 15.99 GB

) C[03] - (Simple] NTFS, Sizs 10.00GB | %) C:[05] - (Simple) NTFS., Size 800 GB
) ERIS] - (Simple] NTFS, Size 5.00 GB £ E:[RIS] - (Simple) NTFS, Size 4.00 GB
Y GA[FAT32] - (Simple] FAT32, Size 5.00| %) G[FAT32] - (Simple] FAT32, Size 4.00
c Diisk 1 Size 74.53 GEB
i Diisk 2 Size 76.69 GE

4] 4] i
< Back I Mext > I Cancel |

= _J
cristic

[Inited Kingdom
bkt A v cristie, com

The above example shows a recovery from an original system with four physical disks, to a target
system with only one disk. The target disk is also much smaller than the original system disk.

In this scenario, CBMR will select as many disks to recover as possible (in this case only one disk -
the boot disk). In addition, it will scale the partitions down in proportion to their original size and
occupancy. This can be complicated by having, say, mirrored dynamic volumes when the mirror will
need to be broken - if only one disk exists on the target (or it has been tagged as not to modify).

Note: the Volume Layout dialogue will only show disks in the left hand panel that can be removed.

Note2: during a recovery to a system with larger disks, the partition sizes will remain the same as the
original by default. However, in this case, it is possible to increase partition size manually during the
recovery by right-clicking on the partition icon and selecting Modify.
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