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Cristie Bare Machine Recovery

Introduction

This document describes how to configure and run automated disaster recoveries in conjunction with
one of the Cristie range of bare metal disaster recovery products; CBMR in this case.

The steps required to prepare for automated Disaster Recovery (DR) are as follows:

. Install the CBMR product

. Create the system configuration

. Create a system backup

. Create an automated DR answer file

. Optionally inject the answer file into the DR recovery environment or copy to a Windows
compatible removable device (e.g. USB disk)

A WON =

The steps required to run an automated DR are as follows:
1. If the DR answer file is located on a removable device, ensure it is connected to the recovery

machine
2. Boot the customised DR recovery environment

Each process is explained in the following chapters of this document.

Copyright © 2003-2011 Cristie Software Ltd.



Preparation 5

2.1

2.2

2.3
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Preparation

To enable successful automated DR, the following steps should be taken.

Install CBMR

Run a normal installation of the Cristie CBMR product. Refer to the separate product Installation
and Licensing Guide for instructions on how to do this.

The Cristie Answer File Creator (AFC) program will be installed along with the main product.

Create System Configuration

With CBMR, a system configuration will be captured to the system during the installation. The
system configuration will also be automatically created every time a DR backup is made.

Refer to the separate CBMR Technical Reference Guide for further details on this.

Create System Backup

Use the installed CBMR program to create a full backup as described in the separate CBMR
Technical Reference Guide document.

Create Answer File For Automated DR

During an interactive DR session, the user would normally specify recovery parameters. Such
parameters would typically include:

= setup network details (DHCP/static IP, gateway IP etc)

= network details of the TSM server (hosthame/IP address, port no.)
= automatic/manual recovery

= define disk partition layout for recovery

= select partitions to recover

= commence SystemState/file restore

= view/copy log files

= re-boot after DR

= driver location for dissimilar recovery where applicable

During an unattended DR, this same information must be prepared in advance - captured to an
answer file and made available to the DR environment as part of the DR start-up process.

Cristie supply an Answer File Creator (AFC) tool with their BMR products to help you create the
answer file. The format of the file is in the form of a structured INI file and may be edited by any
Windows editor such as Notepad or Wordpad. Howe\er, it is strongly recommended that the AFC
tool is used to initially create the answer file.

Copyright © 2003-2011 Cristie Software Ltd.



6 Cristie Bare Machine Recovery

241 Running the Cristie Answer File Creator Tool
Run the AFC tool from the Windows Start menu:

Adminisirator
l Manage Your Server ;_;5 My Computer

 Windows Expl 52y windows Catalog
& Windows Update

anel

Automated DR .
) Accessoriss

5 Mokepad
- [T Administrative Tools
) Startup »
G L Vi -
CENeE VBT & rtemet Explorer |7 Documentation »

Automated DR Answer Fils Creator
CBMR.
Driver Walidation Taol

3
b € Licence Yiewer
3

'“ Windows Lipdat ;_"5] Qutlook Express

B Command Prom i Remote Assistance
7T Cristie TEMR

77 Tivoli Storage Manager

Readme

wg ot [@) shut pown

distart |3 E@E S |
This will invoke the AFC Welcome dialogue:

Cristie Answer File Creator - Welcome x|

Welcome to the Cristie Answer
File Creator

Thiz wizard creates a DR answer file enabling you ta run
unattended recoveries on your machine

To continue, click Mext.

Cancel I

Select Next> to continue to the following dialogue where you can choose to modify an existing file or

create a new one.
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Preparation 7

Cristie Answer File Creator - Select File

Mew or Existing Answer File
An angwer file defines how the BMB Recovery environment should configure and
restare your machine.

An Anzwer file iz a configuration [IM1] file that provides pre-defined responzes to
queshions narmally entered manually during system recavery. Far example. the
definition of the DR backup location.

€ Modify an existing answer file

Enter the path and file name of the arswer file:

Browsze... |

< Back I Nest » I Cancel |

Select 'Create a new answer file' and click the Next> button. You can then define the Cristie BMR
product that the answer file is being created for.

Note: you may use the Next= and Back> buttons at any time to change information you have already
entered before creating the answer file. Select Cancel at any time to abandon the answer file creation
process and exit the program.

Cristie Answer File Creator - Select Product

Select Product
S pecify the Crigtie product that will be uged to recaver the system with this answer
file.

Select Cristie recoverny product:

& Cristie Bare Machine Recovery [CEMRT

" Bare Machine Recoveny for TSM [TEMRA]
£~ EFI Bare Machine Recovery (EBMR]

£ Netwiorker Bare Machine Recovery [MBMR]

< Back I Mest » I Cancel

Choose the CBMR product and select Next>.

The next dialogue allows you to choose the location of the system configuration. This could be a
separate network share, a USB disk or even a floppy disk.

Copyright © 2003-2011 Cristie Software Ltd.



8 Cristie Bare Machine Recovery

Cristie Answer File Creator - Locate DR Configuration

Locate DR Configuration
S pecify the location where the comfiguration settings for the computer are stored.

Specify the DR configuration location that you selected when you created
the DR backup.

" Stared in the following location

Fath: Browse... |

< Back I Nest » I Cancel |

You can then select the type of backup location where your DR backup is held. Currently this is
either a File or TSM location.

2.41.1 Backup To File Location
Select ‘File Location":

Cristie Answer File Creator - Select Type of Backup Location

Select Type of Backup Location
Taidentify where your DR Backup iz held, first chooze the tppe of backup locatian,

Select the type of backup location where the configuration settings and backup data
are stored.

" TSM Location

< Back I Mest » I Cancel I

Select Next> to proceed to the File Location specification details.

Now provide the full path to the VTD and the corresponding network authentication details:

Copyright © 2003-2011 Cristie Software Ltd.
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Cristie Answer File Creator - File Backup Location

File Backup Location
Specify the full path of the [%TD) filename.

r— Filz Path

Enter the WTD filename either as a share in UMC format. For example:
““<zervernames < sharenames \<path: y<%TD name:. or as a local path,
<drive v pathr<filenames.

Browsze. .. |

i~ Metwork Authentication Details

If the ¥TD file is on a netwaork share, provide the login details:

Dromain ; IWDIKQFUUP
Usemname : Inigelp
Password : quu

< Back I Nest » I Cancel

Select Next>.

If the backup is encrypted, specify the location of the encryption key repository file if one exists, or
the passphrase/clear key. If the backup is not encrypted, proceed to the next dialogue.

Cristie Answer File Creator - Specify Key Repository

Encryption Key Repository, Passphrase or Clear Key
Specify the encryption key repository file, passphraze or clear key if the backup is
encrypted.

~ Key Repositary

Enter the encryption key repositary filename either az a share in UMC format. For
example: Yhweervermameshesharenames v pathz \<filenames , or az a local path,
<drives: Y pathy A filenames.

|| Brawse. .. |

— Pazzphrase ar Clear Key

Or. pou ean provide enciyption passphrase or Clear Key here:

Enter |

Mate: If pou don't specify the key repository file, passphrase or clear key and the backup iz
encrypted, you will be asked ta enter the encryption passphrase duning the recovery.

< Back I Mewt » I Cancel |

Select Next> to proceed to the Specify Restore Options dialogue.

By default, only Boot and System drives will be restored. You must specify where you want the
restore logfiles to be copied at the end of the DR process (this is mandatory). You may also change
the level of detail in the log files.
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10 Cristie Bare Machine Recovery

Cristie Answer File Creator - Specify Restore Options

Specify Restore Options

Select which volumes are to be restored, the location of where the restore log files
should be copied and the logfile detail lewvel.

r~ Specify the drives to restore

By default, only boot and system drives will be restored. IF you need to restore all
drives, gelect "All Drives” [Mate: this doesn't apply to CBMR currently].

¥ &l Diives

— Specify the location where the restore log files thould be copied——————

Copy logfiles ta the follawing folder:

B:hnigelphLOGS Browse... |

r— Detail level of restore logfile

™| Enable detailed restore log

< Back I Nest » I Cancel |

Select Next> to continue to the Disk Operations dialogue.

Detail the individual disks to be formatted on restore, or All Disks if all disks should be formatted.
Identify individual disks as 0, 1, 2...etc.

Cristie Answer File Creator - Disk Dperations

Dizsk Operations

When an existing disk layout does not match the onginal disk. layout [e.g. hardware
changes|. one or more dizks may need to be re-partitioned. Caonfirm that the dizk.
should be partitioned.

r— Disk. level action

wARMING :

All data on a digk will be lost if re-partitioned. Indicate to the unattended DR
enviranment whether recovery should proceed in thiz case and which disks should be
partitioned

" Digk number: I

Mate: maore than one disk number are separated by a cormma [ | ).
For example: 0,1, 3

& Al disks

< Back I Mest » I Cancel |

Select Next>. If the DR is to dissimilar hardware (ie. not the original system), then the recovered
system may require new drivers to support different mass storage or network controllers. These new
drivers are supplied by the customer and must be accessible to the Dissimilar Hardware Wizard
(DHW) during the recovery process. Specify the location of a folder (or folders) where the DHW will

retrieve these drivers from. For example, this could be a locally attached device like a USB disk or a
network share, or both.
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Cristie Answer File Creator - Dissimilar Hardware

Dissimilar Hardware

The Dizsimilar Hardware “Wizard in the unattended DR envinonment is used toinject
Windows drivers into the recavering machine far any new hardwars.

— Search paths

Where the recovering machine has different hardware from the ariginal system, the Dissimilar
Hardware ‘wizard can detect the new devices and inject appropriate \Windows drivers into the
recovering machine ready for uge when the restored machine re-boots [uging Plug-and-Flay).

Enter the pathlz] where the new device drivers can be found during the unattended recavery

Mate: zeparate multiple paths with a semicalan | ;)

B migelph drivers] Browsze. . |

r— Tvpe of devices to load

Itiz generally only necessary ta inject drivers for mass storage and some network devices.
Diivers for other device types [such as chipset, CPU type etc. ] can be safely ignored and left
for standard "#indows Plug-and-Play proceszing on reboot. Howeser if you wish to load all
types of PC| devices, tick the fallowing bax.

™ Load all types of drivers

< Back I Mest » I Cancel |

11

Typically, only mass storage and network controllers need to be considered. However, if all driver

classes need to be examined, select the 'Load all types of drivers'tick box. Select Next> to

continue to the Advanced Options dialogue.

Unless Cristie Support direct you to change these settings, leave them at their default settings.

Cristie Answer File Creator - Advanced Options

Advanced Options
S pecify the advanced options.

WARMIMG: Do not change theze settings unless directed to by Cristie Support .

[ Update boat. ini

[~ Omit LDM reservation

< Back I Mewt » I Cancel |

Press Next> to continue to the Network Connections dialogue. Here you can define a list of

network connection credentials that will be used by automated DR to access any network shares

identified in earlier dialogues (eg. copy log files, DHW drivers etc).

Copyright © 2003-2011 Cristie Software Ltd.
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Cristie Bare Machine Recovery

Cristie Answer File Creator - Network Connections

Metwork Connections
If & network, path was previously specified (e.g. the location where the logfiles are
to be copied), define the network, access credentials here.

r~ Enter the netwaork connection details———————— r— Metwark Connection List
Connection 1

Mebwark, Path:

I'\'\'I 0.2.1.18%public Browse |

Darmair M ame: Addto

IDeveIopment

Usemame:
IUserD e

Pazzword:

Local Drive to Map: Delete |

< Back | Nest » | Cancel |

Press the Add to -> button to add a new definition to the Connection list. Use the Delete button to
remove an existing Connection definition. Press Next> to continue to the Network Adapter
dialogue.

You should now specify how the default network settings should be setup in the WinPE 2 DR
environment at boot time.

Cristie Answer File Creator - Network Adapter Settings

Hetwork Adapters
By default, a connections will be made to the netwaork, using DHCP. If pou need to
uze a fixed P Address, enter the settings below and add it to the lizt on the right.

— Specify the netwark. adapter settings————————— r— Metwark Adapter List—
Enter the adapter name or select one on thiz computer:
Adapter; [WMWare Accelerated AMD PCNet Adapter j

£~ Dbtain an IP address automatically
—% Lse the fallawing IP address

IP Address: 10.10 . 11 . 23
Subnet Maszk: JER
Default G ateway: 10 .0 . 1 .100

[~ Use static gateway

€1 [htain DHS Senven addiess automatizally

% Use the following DNS Server address — Delete |

DMS Server: m. 1 .1 1

< Back I Mewt » I Cancel |

These settings apply to the recovery environment only - not the restored machine. Create a new
Adapter name and associated network settings or use an existing network adapter and settings
captured from the current host.

Press the Add to -> button to add a new definition to the Adapter list. Use the Delete button to
remove an existing Adapter definition. Press Next> to continue to the Reboot Options dialogue.
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Preparation 13

Cristie Answer File Creator - Specify System Rebook Opk

Windows Heboot Options
Select the default Windows auto reboot option for successful or falled recovernies.

—when recovery finished successfully

Mormally “windows will reboot automatically after successful recovery and the recovered
operating spstem will start. If pou wish to reboot Windows manually, de-zelect the option
belove

¥ Reboot Windows automaticalle

—when recavery finished with Failure

Mormally windows will not reboot the operating spstem after a failed recoveny. If you wish
to automatically reboot Windows even on failure, select the option below:

™ Reboot Windows automatically

< Back I Nest » I Cancel |

Specify how the automated DR should handle the post recovery reboot when the DR finishes with
success or failure. If the DR is successful, select the automatic reboot option. If the DR fails, it is
unlikely that the reboot will succeed, so there is little point in proceeding with the reboot. However, if
a reboot should be attempted, even in a failure scenario, tick the failure auto reboot option.

The completion of the Answer File definition is confirmed with the following dialogue:

Cristie Answer File Creator - Finished x|

You have finished creating /modifying
the answer file,

< Back Cancel I

Select Finish to generate the answer file. A pop-up will be displayed prompting for the name and
location of where the AFC should create the answer file.

Copyright © 2003-2011 Cristie Software Ltd.



14 Cristie Bare Machine Recovery

New Answer File

Enter the full path of the new answer file name:

AT emph DR &nswer inf

Browse |

LCancel |

Select a path and press OK. This will create a file called DRanswer.ini in the C:\Temp folder.

Note: the answer file MUST be called DRAnswer.ini when transferred to the ISO.

Copyright © 2003-2011 Cristie Software Ltd.
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Answer File Content Example:

The content of a typical answer file is shown below for reference:

15
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Cristie Bare Machine Recovery

2.41.2 Backup To TSM Location

Select 'TSM Location'.

Cristie Answer File Creator - Select Type of Backup Location

Select Type of Backup Location

Toidentify where your DR B ackup is held. first choose the type of backup location.

Select the type of backup location where the configuration settings and backup data

are stored.

£ File Location

< Back I Nest » I

Cancel |

TSH Location

Specify the detailz to connect to your TSM Server. Server Address should be P
Address but if DMS iz available then you may use the machine name. Port number

iz often 1500 but pou should check with pour T

Cristie Answer File Creator - Specify TSM Location

SM Administrator.

~ TSM Server Detailz

Server Address:

Part: [1500

- TSM Client Details

Naode Narne: ITESTNUDE

Mode Passwond: |nuon.

Filespace Name: [TESTNODE

—1 T5M Wersion [use Paintln-Time restare)

|1s March 2011

j |09:21:33 j

< Back I Mest » I

Cancel

Select Next>.

Select Next> to proceed to the TSM Location specification details.

Identify the name or IP address of your TSM server and the TSM Node/Filespace containing your
backup:

If the backup is encrypted, specify the location of the encryption key repository if one exists, or the
passphrase/clear key. If the backup is not encrypted, proceed to the next dialogue.

Copyright © 2003-2011 Cristie Software Ltd.
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Cristie Answer File Creator - Specify Key Repository

Encryption Key Repository, Passphrase or Clear Key
S pecify the encryption key repository file, passphraze or clear key if the backup iz
encrypted,

— Key Reposzitary

Enter the encryption key repasitary filename either az a share in UMC format. For
example: Yhw<zervemame: < sharenames < path ‘< filenames . or as a local path,
<drives: v pathe \<filename:.

|| Browse. .. |

— Pazzphrase or Clear Key

QOr, pou zan provide enciyption passphrase or Clear Key here:

Enter |

Muote: If pou don't specify the key repozitory file, pazsphraze or clear key and the backup iz
encrypted, you will be azked to enter the encryption passphraze during the recovery.

< Back I Nest » I Cancel |

Select Next> to proceed to the Specify Restore Options dialogue.

17

By default, only Boot and System drives will be restored. You must specify where you want the
restore logfiles to be copied at the end of the DR process (this is mandatory). You may also identify

the level of detail in the log files.

Cristie Answer File Creator - Specify Restore Options

Specify Restore Options

Select which volumes are to be restored, the location of whers the restare log files
should be copied and the logfile detail level.

— Specify the drives to restore

By default, only boat and gystem drives will be restored. If you need to restare all
diives, select "All Drives” [Mate: this doesn't apply to CEMR curently].

¥ &l Diives

r~ Specify the location where the restore log files should be copied

Copy logfiles ta the following folder:

B:\nigelpLOGS Browse. .. |

r— Detail level of restore logfile

™| Enable detailed restore [og

< Back I Mest » I Cancel I

Select Next> to continue to the Disk Operations dialogue.

Detail the individual disks to be formatted on restore, or All Disks if all disks should be formatted.

Identify individual disks as 0, 1, 2...etc.

Copyright © 2003-2011 Cristie Software Ltd.
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Cristie Bare Machine Recovery

Cristie Answer File Creator - Disk Operations

Dizk Operations
“When an existing dizk layout does not match the original disk layout [e.g. hardware
changes), one or mare disks may need ta be re-partiioned. Confirn that the dizk
should be partitioned.

r— Digk level action

WARNING :

All data on a disk will be lost if re-partitioned. Indicate to the unattended DR
enviranment whether recovery should proceed in thiz case and which dizks should be
partitioned

€ Disk number: I

Moate: more than one disk number are zeparated by a comma [ | ).
Far example: 0,1, 3

& &l disks

< Back I Nest » I Cancel I

Select Next>. If the DR is to dissimilar hardware (ie. not the original system), then the recovered
system may require new drivers to support different mass storage or network controllers. These new
drivers are supplied by the customer and must be accessible to the Dissimilar Hardware Wizard
(DHW) during the recovery process. Specify the location of a folder (or folders) where the DHW will
retrieve these drivers from. For example, this could be a locally attached device like a USB disk or a

network share, or both.

Cristie Answer File Creator - Dissimilar Hardware

Dissimilar Hardware

The Digsimilar Hardware “Wizard in the unattended DR environment iz used to inject
windows drivers into the recovering machine for any new hardware.

— Search pathz
‘where the recovering machine hag different hardware from the ariginal spstem, the Dissimilar

recoverng machine ready for use when the restored machine re-boats [using Plug-and-Flay).

Enter the pathz] where the new device drivers can be found during the unattended recovery

Mote: zeparate multiple paths with a zemicalan [ ;]

Hardware ‘wizard can detect the new devices and inject appropriate \Windows drivers inta the

B:migelpt drivers] Browse. .. |

— Tvpe of devices ta load

It iz generally only necessary ta inject divers for mass storage and some network. devices.
Dirivers for other device types (such as chipset. CPU type etc | can be safely ignored and left
for standard ‘Windows Plug-and-Play proceszing on reboot. Howeser if yau wish to load all
types of PCl devices, tick the following box.

™ Load all types of drivers

< Back I Mext » I Cancel I

Typically, only mass storage and network controllers need to be considered. However, if all driver
classes need to be examined, select the Load all types of drivers tick box. Select Next> to continue

to the Advanced Options dialogue.

Unless Cristie Support direct you to change these settings, leave them at their default settings.
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Cristie Answer File Creator - Advanced Options

Advanced Options
Specify the advanced options.

WARMIMG: Do naot change these settings unless directed to by Cristie Suppart .

[~ Update boot.ini

[~ Ot LDM reservation

< Back I Nest » I Cancel |

Press Next> to continue to the Network Connections dialogue. Here you can define a list of
network connection credentials that will be used by automated DR to access any network shares
identified in earlier dialogues (eg. copy log files, DHW drivers etc).

Cristie Answer File Creator - Network Connections

Metwork Connections
If & netwark path was previously specified (e.g. the location where the logfiles are
to be copied), define the network. access credentials here.

— Enter the netwark connection details———————— —Metwark Connection Listy

Connection 1

Metwork, Path:

|\\1 0.2.1.18public Browse |

Domain Hame: Addta

IDeveIopment

Usernarne:
IUserD e

Pazsword:

Laocal Drive to Map: Delete |

< Back | Mewt » | Cancel |

Press the Add to -> button to add a new definition to the Connection list. Use the Delete button to
remove an existing Connection definition. Press Next> to continue to the Network Adapter
dialogue.

You should now specify how the default network settings should be setup in the WinPE 2 DR
environment at boot time.
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20 Cristie Bare Machine Recovery

Cristie Answer File Creator - Network Adapter Settings

Metwork Adapters
By default, a connections will be made to the nebwark using DHCP. If pou need to
uze a fized |P Address, enter the seftings below and add it to the lizt on the right.

— Specify the network adapter settings
Enter the adapter name or select one on this computer:
Adapter: I\-"MW'are Accelerated AMD PCMet Adapter j

€ Obtain an [P address automatically
—% Use the following IP address

IP &ddress: m .10 .11 .23

Subnet Maszk: 285 .
Default Gateway: 10 .0 . 1 100

[ Use static gateway

£ ObtainDME Senver address automatically

% Usethe following DMS Server address — Delete |
DMS Server m. 1 .1 1

< Back I Nest » I Cancel |

These settings apply to the recovery environment only - not the restored machine. Create a new
Adapter name and associated network settings or use an existing network adapter and settings
captured from the current host.

Press the Add to -> button to add a new definition to the Adapter list. Use the Delete button to
remove an existing Adapter definition. Press Next> to continue to the Reboot Options dialogue.

Cristie Answer File Creator - Specify System Reboot Opk

windows FReboot Options
Select the default Windows auto reboat option for successful or falled recoveries.

—when recaovery finished successfully

Mormally windaows will reboot automatically after successtul recaveny and the recovered
operating spstem will start. If pou wish ta reboot Windows manually, de-select the option
bexlow:

V Reboot \Windows automaticall

—when recovery finished with failure

Mormally “windows will not reboot the operating system after a failed recoveny. If you wish
to automatically reboot windows even on failure, select the option below:

[~ Reboot Windows automatically

< Back I Mewt » I Cancel |

Specify how the automated DR should handle the post recovery reboot when the DR finishes with
success or failure. If the DR is successful, select the automatic reboot option. If the DR fails, it is
unlikely that the reboot will succeed, so there is little point in proceeding with the reboot. However, if
a reboot should be attempted, even in a failure scenario, tick the failure auto reboot option.

The completion of the Answer File definition is confirmed with the following dialogue:
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Cristie Answer File Creator - Finished

You have finished creating /modifying
the answer file.

< Back

Cancel |

Select Finish to generate the answer file. A pop-up will be displayed prompting for the name and
location of where the AFC should create the answer file.

New Answer File

Enter the full path of the new answer file narme:

C:ATemphDR&nswer. inl Browse |

ak. LCancel |

Select a path and press OK. This will create a file called DRanswerFile.ini in the c:\Temp folder.

Note: the answer file MUST be called DRAnswer.ini when transferred to the ISO.
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2.5

Answer File Content Example:

The content of a typical answer file is shown below for reference:

Prepare Boot Media For Automated Recovery

To prepare boot media for automated recowvery, the boot image must be customised to both auto
boot and to add the answer file to an expected location. The auto boot modification is required
because normally the WinPE 2 distribution media is designed to prompt for DR boot. By default, it
will not boot into DR unless a key is pressed. If no key is pressed, any installed OS is booted
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2.51

2511

instead. This behaviour needs to be suppressed for automated recoveries. This is described in
Customise Boot Media For Auto Boot.

If the answer file needs to be added to CBMR boot media itself, an ISO editing tool such as
MagiclSO or UltralSO is required. This is then used to extract the Windows WinPE 2 boot file from
the distribution ISO image. It can also be used to create the new modified ISO image containing the
answer file.

During an automated DR sequence, the Windows WinPE 2 environment will search for the answer
file in one of these locations and in this order of precedence:

1. The root folder of the Windows WiIinPE 2 boot environment (always drive X: when booted)
2. The root folder of the CD/DVD containing the CBMR distribution media
3. The root folder of any locally attached removable storage

As soon as a suitable answer file is found in one of these locations, the search stops and that
answer file is used to control the automated DR process. If no answer file is found, the normal
interactive DR GUI is started. Refer to sections Add Answer File To Product ISO Root Folder and
Add Answer File to Boot Image Root Folder for a discussion on how this is achieved.

The boot image created for Option 1 is suitable for network boot, but requires the standard CBMR
boot image or WIM file to be customised.

Use Option 3 above when customising the boot image is not practical. In this case, simply copy the
generated answer file to the root folder on suitable removable storage (eg. USB disk).

Note: the answer file will only be detected during boot if the file is located in one of the three locations
specified above.
Customise Boot Media For Auto Boot

By default, the WIinPE 2 distribution media will display a prompt to boot into the DR environment
when auto-run. If no key is pressed, any alternative installed OS is booted instead. For automated
DR, this behaviour needs to be suppressed.

At the moment the only way to do this is to customise the CBMR distribution media. This section
describes how to achiewe this for the WinPE 2 environment.

Windows WinPE 2

The steps required to customise the Windows WiIinPE 2 ISO image for auto boot are as follows:

Open the product WIinPE 2 distribution media image with your ISO editor:
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@ UltraISO (Trial Version) - WGALAXY\Release\Products\CEMR\G.3.1-02'x86_x64\Release\ISCO\cbmre31-2winxB6_x64-peliso =REcs X

File Actions Bootable Tools Options Help
O - H B | 2 08 @& & | % L @ [* | ToaSiezs | 319ME 49% of BEOMB - 331ME fres |
Image: Bootable CD/CVD |ﬂ T x*d HeEE  Pah |/

! ' Filename Size Type Date/Time LB |«
IC)BIN Z78KB  Folder 2010-10-15 02:40 23
[=3B00T 18125 KB Folder 2010-10-15 02:40 24
=oocs B854 KE Folder 2010-10-15 02:40 28 =
IEER 11.961 KB Folder 2010-10-15 02:40 28
=) RISBOOTFILES IIGPL 19KB  Folder 2010-10-15 08:40 27
{3 SOURCES [C)RISBOOTFILES 343KB  Folder 2010-10-15 02:40 28 |
I[C)S0URCES 178.773KB  Folder 2010-10-15 02:40 29
FlauTORUN EXE 130KB  Application 20M10-01-2012:36 7
4 AUTORUN.INF 44 Setup Information 2008-09-11 14:54 102
AUTORUM.INI 365 Configuration Settings 2008-09-11 14:53 103
& BEOOTMGR 326KB  File 2008-01-18 22:45 104 -
Local: T o [@ Q4% ) Path [Ch\Pogam Files (+35\kalS0
i? My Eomputer. Filenarne Size Type Date/Time
g 'ESCE:“ (Sbackup Folder 2010314 10:45
&) lang & Slang Falder 201-0314 10:45
EJ--ﬂ:. My Documents | Histary. kst 36KE  Test Document 20081016 14:26
- Desktop (%) igoshiBd.dll 128KE  Application Extension 20070717 11.07
- [T | License.tat 4KB  Text Document 2008-02-2815:59
- (D) || Readme.txt 3KB  Text Document 2007-04-17 16:32
ety CDJDVD Drive(E:) |E§E) ultraizo. chm 428 KB Compiled HTML Hel... 2007-04-17 16:25
-8 Hard DrivelF:] @ UlralS0.exe 1154 KB  &pplication 20081016 14:58
-8 Hard DrivelG:] = ultraiso.ico E2ZKE lcon 2007-11-0311:52
(-8 Hard Drive[H:] unins000. dat S8KE datFie 20110314 10:45
(-8 Hard Drive(l’] ﬁl uninz000.exe EB0KEB  Application 2011-03-14 10:45
-y hgalamprelease(k:]
-y W01 Thsofbwarehkeps L)
[y Shgalasyhpublic(P:)
By W0 TIPS Group(d:)
By W01 Thsofbwarels”)
-y W07 T hcustomers (<)
Copyright [c]2002-2008 EZB Systems, Inc. Image: 12 files, 111 MB Local: 9 files, 2504 KB

Then navigate to the BOOT folder as illustrated:
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@ UltralSO (Trial Version) - WGALAXY\Release\Products\CEMR\6.3.1-02'x86_x64\Release\ISO\cbmrb31-2winxB6_x64-pel.isc = B Py
File Actions Bootable Tools Options Help
OF-3& W k| 2 D8 @& & | % L @ [* @ ToalSiee | 319Me|| 45% of B50ME - 33TME free
Image: Bootable CD/DVD |ﬂ T X 20E W@ : Pah[/BOOT
CEMRE31X86_PE2 Filename Size Type Drate/Time LB
[CEN-US ESKB  Folder 2010-10-15 08:40 a0
I FONTS 11,705 KB Folder 2010-10-15 08:40 il
ECD 256 KB File 2008-01-05 02:22 56754
{3 DOCs EOOT.5DI 3096 KE SO File 2008-01-0310:23 BE882
"\.3 EFI @) BOOTFIXBIN 1,024 EIM File 2008-01-03 09:54 58430
707 GPL CJETFSBOOT.COM 2,048 MS5-DOS Application 2008-01-05 02:23 58431

i) RISBOOTFILES
‘{3 SOURCES
Local T e d 94 2] | Path [Ch\Progiam Files (+85\UlnalS0

[:* M-'[' Camputer Filenarme: Size  Type Date/Time

B [ backup Folder 2011-031410:45
Slang Falder 201-031410:45

D"rE- My Documents | History.tst 36KE  Text Document 20081016 14:26

B Desktop %) izoshlBd.dll 128KE  Application Extension 20070717 1107

- [C) | License. tat 4 KB Teut Document 2008-02-28 15:59

- (D) || Readme. txt 3KB  Test Document 2007-04-17 16:32

[ty CD/DVD DrivelE:) |E§5) ultraiso. chimn 428 KB Compiled HTML Hel... 2007-04-17 16:25

[+ Hard DrivelF:] @ Ulral5S0. exe 1154 KE  Application 20081016 14:58

[+ Hard DrivelG:) ultraiso.ico E2KB lcon 2007-11-0311:52

[-8 Hard Drive[H:] uninz000.dat S8KE datFile 2011-03-14 10:45

(-8 Hard Drive(l’] ﬁl uning000. exe BB0KB  Application 2011-03-14 10:45

By Whgalamprelease(K:)

[y W01 heofbwareiKeys(L:)

-y Shgalawyspublic(P:)

-y W01 18PS Group(Q:)

[y w1017 1 software ']

By W10.1.7 Theustomers(+:)

Copyright [c]2002-2008 EZB Systems, Inc.

Image: 4 files, 3356 KB

Local: 9 files, 2504 KB

Right click on the file BoOTFIX.BIN in this folder and select Delete in the pop-up menu.

Save the modified ISO. This action will create a new ISO with the BooTF1Ix.BIN file removed. The

modified WinPE 2 ISO will now automatically boot into the WinPE 2 environment.

2.5.2

Add Answer File To Product ISO Root Folder

To add the answer file to the root folder of the boot image follow these steps:

Open the distribution media image with your ISO editor:
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@ UltraISO (Trial Version) - \WGALAXY\Release\Products\CBMR\6.3.1-02\x86_x64\Release\ SO cbmr631-2winx86_x64-pe2.iso

File Actions Bootable Tools Options Help
-3 H B 20 @ F B 0@ & Toeses [ s 5% of BSOME - 331ME e ]
Image: Bootable CO/DVD | |/) X E MG o Path[/
Filename: Size Type Date/Time LBaA -
IIBIN 278 KB Folder 20101015 02:40 23
28007 16,125KB  Folder 2010-10-15 08:40 24
IEa00cs B854 KB Folder 20101015 02:40 28 =
s+ GPL =ER 11,961 KB Folder 2010-10-15 08:40 26
{2 RISBOOTFILES I2IGPL 19KB  Folder 20101015 02:40 27
{5 SOURCES [ RISBOOTFILES M3KB Folder 2010-1015 08:40 28
IC3S0URCES 172.772KB  Folder 20101015 02:40 29
A AUTORUN EXE 130KB  Application 2010-01-2012:36 7
& | AUTORUN.INF 44 Setup Information 2008-09-11 14:64 102
4 AUTORLMINI 365 Canfiguration 5 ettings 2008-09-11 14:53 103
@ BOOTMGR 32EKB  File 2008-01-18 22:45 104
[ mruar e ATvR 1. AT AR A A A i
Local: TP [d O 4% (2] Path: [C:\Program Files (+86)\Ulkal S0
My Camputer Fileriame: Size Tope DateTime
g IS::;E:? (S backup Folder | 201103141045
§ e lang ISalang Falder 2011-03-1410:45
+rr My Documents || History.tat 36KB  Tewt Document 20081016 14:26
B Desktop %] soshifd dil 126K tpplication Extension 20070717 11.07
B8 (2] | License et 4KB  Test Document 2008-02-2815:59
H-E8 (D) || Readme.tat 3KB  Test Dacument 2007-04-17 16:32
- t_J‘ CDADVD DiivelE:] @ ultraiso.chm 428KB  Compiled HTML Hel... 2007-04-17 16:25
- Hard DrivelF:) @ Ulrsl5 0. exe 1154 KB Application 2008-10-16 14:58
+-C® Hard Drive(G:) @ ulbraiso.ico E2KB lcon 2007-11-0311:62
#-8 Hard Drive[H:) uning000. dat BKB datFile 2011-03-1410:45
L8 Hard Drivel) @ uning000.exe EB0KB  Application 2011-021410:45

ity Woalanyelease(k:)

& W01 ThsoftwaretKays(L )
-y MhoalamyspubliclP:)

& WI01.11%PSGioup(td:)
& W01 Thsoftwarelr: )
-y W01 1 houstomersf< ]

Copyright (c]2002-2008 EZB Systems, Inc,

Image: 12 files, 111 MB

Local: 9 files, 2504 KB

Drag and drop your answer file into the root of the ISO:

@ UltralSO (Trial Version) - \WGALAXY\Release\Products\CBMR\6.3.1-02'x86_x64\Release\ISO\cbmrb31-2winx86_x64-peliso

File Actions Bootable Tools Optiens Help
O2-a A K| 2 32 & @ eF | 3 0 @ B | ToalSe [ 47548 73% of BBOME - 174MB fres ]
Image: | Baotsbls CO/DVD | 7] 3 *Ld (HAEE { Pan/
\j CBMRB31:86_PE1 Filename Size  Twpe Date/Time LBA *
3 glgﬁs @ CBMRICO 27KB  lcon 2007-02-21 14:30 97
) GPL @CEMHE.DBD FOEKE DED File 2008101518 1
= 1386 @EEMI{DH 150 367 366 KB UlralSO File 20M0-10-15 08:20 509
"3 RISBODTFILES [FIDEMD32 EXE 522KE  Appiicalion 01001201237 184192
& DRAnswer ini 1578 Configuration Settings 2011-03-1516:50
%) GDIPLUS DLL 1.B0EKE  &pplication Extension 2mo-01-2012:37 1844532
[TISETUPCBMREXE4.EXE 30647 KB Application 2010-09-22 15:43 185256
[TISETUPCBMREXBE.EXE 27 DEEKE  Application 2010-09-2215:35 200880 E
[ISETUPCBMREDT-64 EXE 27210KB  Application 2010-09-22 08:00 214113
[ISETUPCBMREDT-%86.EXE 23.789KE  Application 20M0-09-22 0756 227me
@W\NNT SIF 182 SIFFile 200-10-15 08:21 239613 -
Local: ¥ 2 X [E@ @ 4¥[2) ; Path [P:\Gemma
WL Treoftwareibepsll] 2 || Filename Size Tupe DateTime
‘ﬂé‘ga;':y MLl (Backups Folder 20110208 1508
-5 Boot @ AutomatedDisasterRecovery pdf 2343KE  Adobe Acrobat Doc 2011-03-11 14:32
-3 CBMA 6.1 using T5M 6.2 & 'DRAnswer iri 1,578 Configuration Settings 2011-031516:50
-5 chiis
-5 CME Wb
5 del
1) Diskview
=i Gemma
*{ Backups
{5 German 2003
-0 james
-3 Kal
) Loglles A
{3 Microsoft WCBO.CAT T
#-{_5) nigelp
~{5 Dfficezn0
+-{_5 Raymond
-3 registy
~{C3) Solaris TBMA -

Copyright (c)2002-2008 EZB Systems, Inc.

Image: 14 files, 468 MB

Locak 2 files, 2346 KB

Now save the new ISO image to a new file or overwrite the existing image. Use this new ISO image
to create new physical CD/DVDs as required.

Add Answer File to Boot Image Root Folder

The WInPE 2 boot image is in Microsoft WIM file format. Use an ISO editor to extract the WIM file
from the product distribution media and use the Microsoft Windows Automated Installation Kit
(WAIK) tools to add the answer file.
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2.5.3.1 Windows WinPE 2

The WInPE 2 boot image is in WIM file format and can only be modified by using the Microsoft
Windows Automated Installation Kit (WAIK). Download the WAIK version 1.1 (dated 25/2/2008) from
the Microsoft Download Center. This is the February 2008 update.

The downloaded image (in .IMG format) should be burnt to a DVD (it is too large for a CD) and
installed on a suitable PC. Run the .NET 2.0, MSXML 6.0 and Windows AIK Setup options in that
order.

 Welcome to Windows Automated Installation Kit

Windows Automated Installation Kit

Getting Started fo  welcome to the Windows Automated Installation Kit

Windows ALK Setup Installthls last
Etws Automated Installation Kit (Windows AIK) helps vou ta

Release Notes preinstall, customize, and deploy the Windows Wiska and Windows

o Server 2008 operating systems,

Windows Deployment Services

Ta run the Windows ALK, vour technician computer musk use the

Browse D¥D ‘iindows %P Professional with Service Pack 2, Windows Server 2003

with Seruice Pack 1, Windows Vista, or Windows Server 2008
.NET Framework Setup Installthis flrstE5%E00N

MSEML B.D Set
— —— Installthls second

Exit

With the WAIK successfully installed, the steps required to modify the Windows WinPE 2 WIM
image are as follows:

Open the product WinPE 2 distribution media image with your ISO editor:
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@ UltraISO (Trial Version) - WGALAXY\Release\Products\CEMR\G.3.1-02'x86_x64\Release\ISCO\cbmre31-2winxB6_x64-peliso =REcs X

File Actions Bootable Tools Options Help
O - H B | 2 08 @& & | % L @ [* | ToaSiezs | 319ME 49% of BEOMB - 331ME fres |
Image: Bootable CD/CVD |ﬂ T x*d HeEE  Pah |/

! ' Filename Size Type Date/Time LB |«
IC)BIN Z78KB  Folder 2010-10-15 02:40 23
[=3B00T 18125 KB Folder 2010-10-15 02:40 24
=oocs B854 KE Folder 2010-10-15 02:40 28 =
IEER 11.961 KB Folder 2010-10-15 02:40 28
=) RISBOOTFILES IIGPL 19KB  Folder 2010-10-15 08:40 27
{3 SOURCES [C)RISBOOTFILES 343KB  Folder 2010-10-15 02:40 28 |
I[C)S0URCES 178.773KB  Folder 2010-10-15 02:40 29
FlauTORUN EXE 130KB  Application 20M10-01-2012:36 7
4 AUTORUN.INF 44 Setup Information 2008-09-11 14:54 102
AUTORUM.INI 365 Configuration Settings 2008-09-11 14:53 103
& BEOOTMGR 326KB  File 2008-01-18 22:45 104 -
Local: T o [@ Q4% ) Path [Ch\Pogam Files (+35\kalS0
i? My Eomputer. Filenarne Size Type Date/Time
g 'ESCE:“ (Sbackup Folder 2010314 10:45
&) lang & Slang Falder 201-0314 10:45
EJ--ﬂ:. My Documents | Histary. kst 36KE  Test Document 20081016 14:26
- Desktop (%) igoshiBd.dll 128KE  Application Extension 20070717 11.07
- [T | License.tat 4KB  Text Document 2008-02-2815:59
- (D) || Readme.txt 3KB  Text Document 2007-04-17 16:32
ety CDJDVD Drive(E:) |E§E) ultraizo. chm 428 KB Compiled HTML Hel... 2007-04-17 16:25
-8 Hard DrivelF:] @ UlralS0.exe 1154 KB  &pplication 20081016 14:58
-8 Hard DrivelG:] = ultraiso.ico E2ZKE lcon 2007-11-0311:52
(-8 Hard Drive[H:] unins000. dat S8KE datFie 20110314 10:45
(-8 Hard Drive(l’] ﬁl uninz000.exe EB0KEB  Application 2011-03-14 10:45
-y hgalamprelease(k:]
-y W01 Thsofbwarehkeps L)
[y Shgalasyhpublic(P:)
By W0 TIPS Group(d:)
By W01 Thsofbwarels”)
-y W07 T hcustomers (<)
Copyright [c]2002-2008 EZB Systems, Inc. Image: 12 files, 111 MB Local: 9 files, 2504 KB

Navigate to the \soUuRcEs folder and extract the file BooT.wIM to a convenient location.
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-y Whgalaxyspublicl:)
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Hty W01 Thaoftware(w!)
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@ UltralSO (Trial Version) - WGALAXY\Release\Products\CEMR\6.3.1-02\x86_x64'\Release\ISChcbmrb31-2wink86_x64-pelisc [ =B g
File Actions Bootable Tools Options Help
O-2 A E| 2 32a @& % L@ ¢ Toasieze [ 219 49% of B50MB - 331ME free |
Image: Bootable CD/DVD d Toa A M4ET)  Path | /SOURCES
,\') CBMRE31X86_PE2 Filename Size Type Date/Time LBA
{7 BIN E - )
3 BOOT BOOT. WM 178.773KE Wi File 2010-10-15 08:40 E2034
4 DOCS
-3 EFI
4 GPL
) RISBOOTFILES
|5 S0URCES
Local T e @ L 2] Pathe [C\Program Files (x86)\UlralS0
[* My Computer Filenarne Size Type Date/Time
=)~/ 17 My 150 Fil
= ‘:'y back:? [ backup Folder 20110314 10:45
“3 lang [S)lang Falder 2011-03-14 10:45
B ﬂ: My Documents | Histarny tst 36KE  Text Document 20081016 14:26
- Desktop (%) igoshied.dll 128KE  Application Extension 20070717 1107
=N} | License.tat 4KB  Text Document 2008-02-2815:59
- (D) | Readme.tst 3KB  Text Document 2007-04-17 16:32
[ \_Je, CD/DVD DrivelE:] |E§5) ultraiza.chm 428KE  Compiled HTHL Hel... 2007-04-17 16:25
-8 Hard DrivelF:] @UItraISD.exe 1154 KB &pplication 20081016 14:58
[0 Hard Drive(G:) ulbraizo.ico E2KB lcon 20071103 11:52
(-8 Hard DT?VE[Hil unins000.dat S8KE datFie 20110314 10:45
(s Hard Drive(l:] ﬁluninsDDD.exe B30 KE  Application 2011-03-1410:45
[£
[£
[£
[£
[
[£

-y W01 T houstomersf<;)

Copyright [c]2002-2008 EZB Systems, Inc.

Image: 1 files, 175 MB

Local: 9files, 2504 KB

The following description assumes the BooT.w1M file has been extracted to c:\Temp. It also
assumes that the answer file is also in c:\Temp. The WIM is edited by mounting the image onto a
standard folder in the file system. Once this is done, the answer file can be simply copied into the
target folder and the image unmounted.

It is therefore necessary to create a folder where the WIM image will be mounted. This folder must
be empty. The WAIK tool used to modify the WIM image is called ImageX.

Now run a Windows PE Tools Command window (a shortcut for this is normally created on the
Desktop by the WAIK installation) and enter the command:

imagex /mountrw C:\Temp\boot.wim 1 C:\mount

copy C:\Temp\DRAnswer.ini C:\mount

imagex /unmount /commit C:\mount
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@ [i=l -[5)x]

C:sProgram Files“Windows AIK\Tool=s“PETools>imagex mountrw C-\Temp:boot.wim 1 C:
~mount

ImageX Tool for Windows
Copyright {(C> Microsoft Corp. All rights reserved.
Mounting <RW>: [C:~Temp~boot.wim. 11 —>

[C:~mount ]

Successfully mounted image <RU>.

C:“Program Files“\Windows AIK\Tools“PETools>copy C::\Temp“Answer.ini C:mount
1 file<s> copied.

C:“Program Files“Windows AIK\Tools“\PETools>}imagex Aunmount Acommit c:“~mount
ImageX Tool for Windows

Copyright (C> Microsoft Corp. All rights reserved.

Unmounting: [c:smountl...

Successfully unmounted image.

The modified WIM file can then be either added back into the product ISO or kept and used in
conjunction with Windows Deployment Services (WDS) for remote network boot. If required, use the
ISO editor to write the WIM file back into the product ISO in the \sources folder.

Note: the answer file MUST be named DRAnswer.ini when transferred to the ISO.
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3.1

3141

3.1.2

Recovery

An automated recovery can be initiated either by a network or CD/DVD boot of the customised
CBMR boot image as described in Prepare Boot Media For Automated Recovery.

Starting the boot process is the only part of the restore process that requires manual intervention.
Even this can be awided if a suitable Lights-Out system is in place or remote boot is possible.

Note: the system BIOS should be set to boot from the prepared Windows PE boot ISO whether this is
in the form of a physical CD/DVD or ISO image. It is also possible to network boot the WinPE 2 image.

Boot Recovery Environment

Once the customised boot image is booted, the normal plug and play sequence will run. The
automated DR will then proceed if the DR answer file is found in one of the prescribed locations. If
the file is not found, the normal interactive GUI will be displayed.

Answer File In CD/DVD Image

If the DR answer file is detected within the CD/DVD image, then the automated DR will proceed with
no user intervention. Each step in the disaster recovery process will be displayed on the system
console and recorded to a log file. This log file will be transferred to the location specified in the DR
answer file at the end of the recovery.

At the end of the DR sequence, the logs will be copied to the location specified in the answer file. At
this point the recovered system will be automatically booted if configured as such in the DR answer
file. Otherwise manual intervention will be required to boot the system (by pressing the <ESC> key).

If errors are detected during the restore process, the recovery will halt or re-boot the system
depending upon the setting in the answer file.

Note: if the boot media is configured to boot directly into the WinPE 2 boot environment after recovery,
manual intervention will be required to reset the boot sequence on the system. This must be done in
order to prevent the WinPE 2 boot environment being booted once more. Normally the system BIOS
should be reset to boot from the OS disk as required.

Answer File On Removable Device

If the DR answer file is detected on any attached removable media, then the automated DR will
proceed with no user intervention. Each step in the disaster recovery process will be displayed on
the system console and recorded to a log file. This log file will be transferred to the location specified
in the DR answer file at the end of the recovery.

At the end of the DR sequence, the logs will be copied to the location specified in the answer file. At
this point the recovered system will be automatically booted if configured as such in the DR answer
file. Otherwise manual intervention will be required to boot the system (by pressing the <ESC> key).

If errors are detected during the restore process, the recovery will halt or re-boot the system
depending upon the setting in the answer file.

Note: if the boot media is configured to boot directly into the WinPE 2 boot environment after recovery,
manual intervention will be required to reset the boot sequence on the system. This must be done in
order to prevent the WinPE 2 boot environment being booted once more. Normally the system BIOS
should be reset to boot from the OS disk as required.
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3.2 Check Result Of Recovery

It is recommended that after the recovery has completed, the saved log files are inspected to ensure
that the DR ran with no reported errors.
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4 Cristie Technical Support

If you have any queries or problems concerning your Cristie Bare Machine Recowvery product, please
contact Cristie Technical Support. To assist us in helping with your enquiry, make sure you have
the following information available for the person dealing with your call:

= CBMR Version Number

= Windows OS and Version Number

= Any error message information (if appropriate)
= Description of when the error occurs

Contact Numbers - Cristie Software (UK) Limited
Technical Support +44 (0) 1453 847 009

Technical Support Fax +44 (0) 1453 847 003

Toll-Free US Number 1-866-TEC-CBMR (1-866-832-2267)
Sales Enquiries +44 (0) 1453 847 000

Sales Fax +44 (0) 1453 847 001

Email cbmr@cristie.com

Web www.cristie.com

Support Hours
05:00 to 17:00 Eastern Standard Time (EST) Monday to Friday
Out-of-Hours support available to customers with a valid Support Agreement - Severity 1 issues* only

UK Bank Holidays** classed as Out-of-Hours - Severity 1 issues only.

*Severity 1 issues are defined as: a production server failure, cannot perform recovery or actual loss
of data occurring.

**For details on dates of UK Bank Holidays, please see www.cristie.com/support/

Cristie Software Limited are continually expanding their product range in line with the latest
technologies. Please contact the Cristie Sales Office for the latest product range. Should you have
specific requirements for data storage and backup devices, then Cristie's product specialists can
provide expert advice for a solution to suit your needs.
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