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Description
Cristie TBMR for Linux can recover a Linux machine.
It is possible to recover to the same or dissimilar hardware. It only backs up to Tivoli Storage

Manager (TSM). Backups can be taken periodically, along with configuration information, which
includes details of hard disks, network interfaces, etc.

This Guide shows the user how to save configurations, backup and recover a Linux machine using
TBMR. More detailed information is available from man pages for the TBMR components.
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System Requirements
TBMR for Linux can be installed on a x86, x86_64 or PPC Linux machine.

At the time of release the TSM Client versions supported are 5.5.0.6 to 6.3.0.0 inclusive.
At the time of release the TSM Server versions supported are 5.5.x.x to 6.3.0.0 inclusive.
Please refer to the Cristie website for the latest client/server versions supported

A minimum memory of 1GB RAM is required for booting the recovery environment and running a
recovery.
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Installation

Installation files may be downloaded from the Cristie website at http://www.cristie.com or can be
found in the 1inux/install directory on the TBMR CDROM. There are two available versions to
support newer and older Linux distributions.

The main installation files are contained in the 1inux/install/main directory and the installation
files for older distributions are contained in 1inux/install/compat. There are readme. txt files
in both directories explaining which common distributions are supported by which files.

If the system supports RedHat Package Manager (RPM), this is the simplest way to install TBMR.
To install from an RPM package:

rpm -1 tbmr-xxx.xxx.rpm

To uninstall the RPM package, use:

rpm -e tbmr

If RPM is not available, the gzipped tar file may be installed as follows:
Copy the installation file to a temporary directory.

tar xvzf tbmr-xxx.linux.xxx.tar.gz
cd tbmr
./install

This will install all the relevant files and licences. To uninstall the package, use the install script with
-u option.

TBMR is installed with a 30 day trial licence. To extend this licence, contact Cristie at comr@cristie.

com.

Copyright © 2003-2011 Cristie Software Ltd.
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4.1

4.2

Setting up a Backup Location

Setup TSM API Client

If the <%CP_PRODUCT_OTHER3%> backup is written to a TSM server, the TSM API client should
be configured. To set up the TSM API client, the TSM dsm. sys file should be edited. Note that the
TSM BA client uses a separate dsm. sys file. The default location for TSM API client setup file for
32 bit applications is:

/opt/tivoli/tsm/client/api/bin/dsm.sys

and for 64 bit applications is:

/opt/tivoli/tsm/client/api/bin64/dsm.sys

This file should be edited to point to the TSM senver to be used:

SErvername server a
COMMmethod TCPip
TCPPort 1500
TCPServeraddress 10.2.1.20

A dsm.opt file may need to be created in the same directory. This can be an empty file if no
special options are required.

Setup TSM BA Client

If the backup is to be written using TSM BA client, the BA client dsm. sys file should be configured.
The default location for TSM API client setup file is:
/opt/tivoli/tsm/client/ba/bin/dsm.sys

This file should be edited to point to the TSM sener to be used:

SErvername server a
COMMmethod TCPip
TCPPort 1500
TCPServeraddress 10.2.1.20

The TSM BA client should be configured to backup all files which are required for OS recovery. By
default, the /dev directory is not backed up. To make sure this is backed up, the following line
should be added to the dsm. sys file:

virtualmountpoint /dev

This will create a separate filespace for /dev which will be restored by the recovery environment.

Copyright © 2003-2011 Cristie Software Ltd.
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Saving Configuration

Configuration information, including details of disks, networks etc, must be saved for each machine
to be recovered. This may be saved to the backup location, to USB disk for each machine, or to a
central configuration store located on a network share.

When saving configuration information to the backup location, this must be done before the backup
is run.

To save the configuration information for each machine, a command line program tbmrcfg may be
used.

TBMRCfg

To use the command line configuration saving program, type tbmrcfg followed by the required
options.

The available options to tbmrcfg can be shown using:
tbmrcfg -7

Some examples are shown here:

To sawve configuration information from a machine that boots using grub installed on /dev/sda to
the backup location, use:

tbmrcfg
To save configuration information from a machine that boots using grub installed on /dev/hda, use:
tbmrcfg -d /dev/hda

There is a full manual page for tbmrcfg available by typing man tbmrcfg.
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5 Backing up TSM

51 TSM BA Client Backup

The backup may be performed using the command line TSM BA Client dsmc or the GUI interface.
Please refer to your TSM User Manual for further instructions.
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Performing a Recovery - Graphical Mode (Recommended)
When a machine has crashed, it can be recovered using the TBMR bootable CD-ROM. This is the
same CD from which you installed the software. You should ensure your machine’s BIOS is set up
to boot from CD-ROM.

The process encompasses the following stages:

= Boot into Recovery OS

= Read Configuration Data

= Restore Files

Load additional drivers (if necessary)

= Reboot into recovered OS

Boot the machine using the TBMR bootable CD ROM or ISO. You will be presented with the screen
below:

Erizstis Hecovery Eomspole W G.3.4

Text bazed bLinax recowvery enwiroonent
Hont from local Hard dizk
Show Licence

Mormal rec il qant for Limnx machines

Cristie recommend that you choose the graphical X-Windows recowvery environment mode which
loads the Cristie Recovery Console (CRC).

You will be presented with the Licence screen. Click | Accept if you agree with the TBMR licencing
terms.

Copyright © 2003-2011 Cristie Software Ltd.



Performing a Recovery - Graphical Mode (Recommended) 1

Cristie Recovery Console

Cristie Software Limited - Licence Agreement b

PLEASE READ THE FOLLOWING LICENCE AGREEMEMNT BEFORE
INSTALLING OR USING THIS SOFTWARE. CONTINUING WITH THIS
PROCESS INDICATES THAT YOU HAVE READ AND ACCEFTED ALL
THE TERMS AND CONDITIONS OF THIS AGREEMENT. IF ¥YOU DO NOT
AGREE TO THE TERMS IN THE AGREEMENT, PROMPTLY RETURM
THIS PRODUCT FOR A REFUND.

This software is a proprietary product of Cristie Software Limited and is
profected by copyrght law. Any confidential information inherent within the
soltware belongs to Cristie Soltware Limited who retain title to the ownership
of the program. You are licensed to use the software on the following terms
and conditions. This licence is non-exclusive and Cristie is free to license
other parties on terms it deems fit,

1. This software may only be used on a single computer unless a
multiple site licence has been agreed, The software may not be
copied to more than one computer or to any other device, except for
the purposes of perdomming a security backup.

2. You may not rent or lease the soltware or otherwise transter or assign
the right to use the soltware save with the prior written consent of
Cristie Software Limited. |

| Decline | 1 Accept |

You will then see the Recovery Console main menu:

TBMR Recovery Console -~

Startz the aaomalic ecoverp wizard wihich wil tske you
thrauch the staps necessare bo ecowar your sckem.

':l-".l "l'l- 1A I-II-‘ LY ElL .I'lif-l I“\.I‘i L l'\li”""_,l LI §
indwicual recowverpe shopa.

Shows a lis of log and snor report ik from which ndiadus ones
can bhe 2eleck=d fo uil-ln.i'|_ i |-| ad

Lets pou copy 2l he log and ernar rapait files o a removacle media o
rehdok Iocation for suppor pupozes:

Wil clos= this coneale and 1ebook e sesten.

wl
&
nl
ﬁ Lets prii 1n vaiios look iekvan o e recoven

St the limezone ad time - 44472011 31512 P

TEMR Fecovery Console Version 6.3 Buid 151
Copenght [C12006 - 2777 Crzhe 5 oflwee Limied q
Urifesd K.ngdom cristie

btk e cnahe. com

The quickest way to begin the recowery is by selecting the Auto Recovery Wizard option from the
Recovery Console main menu.
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From the resulting dialogue box, you can browse any configuration files stored on a local device or
on a network share. If necessary, any required network shares may be mounted by clicking Mount
Network Shares, filling in the form and clicking OK.

Make sure you enter the full network path in Share. Click Next when you have completed this task.

Copyright © 2003-2011 Cristie Software Ltd.



Performing a Recovery - Graphical Mode (Recommended) 13

You will then be asked which type of backup that you wish to restore. Select the TBMR radio button
as shown below, then click Next.

Please select the type of backup to recover from

CBMR
2 TBMR

Select [Next] to proceed.

<Back | MNext> | Cancel

The New Backup Location Wizard dialogue box will now show. At this point, you must tell TBMR
where your backup file(s) are located. In this example, we will choose File Location. For all other
options, a related dialogue will open.
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Cristie Bare Machine Recovery

Next the Restore Configuration dialogue will be shown.

Typically, nothing needs to be entered under DSMC options. If you do need to enter any parameters,
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it will probably be the standard TSM options.Any parameters enetered will be passed to DSMC.

Please consult your TSM User Manual for details.

Copyright © 2003-2011 Cristie Software Ltd.
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Performing a Recovery - Text Mode

When a machine has crashed, it can be recovered using the TBMR bootable CDROM. This is the
same CD from which you installed the software. You should ensure your machine's BIOS is set up
to boot from CDROM.

The process is in four or five stages:

= Boot into Recovery OS

= Read Configuration Data

= Restore Files

Load additional drivers (if necessary)

= Reboot into recovered OS

Boot the machine using the TBMR bootable CDROM. You will be presented with the screen shown
below:

Erizstis Hecovery Eomspole W G.3.4

Text bazed bLinax recowvery enwiroonent
Hont from local Hard dizk
Show Licence

Mormal rec il qant for Limnx machines

Cristie recommend that you choose the graphical mode (Performing a Recovering - Graphical Mode
(Recommended)), which loads the Cristie Recovery Console (CRC). If, however, you wish to use
the text menu-based mode as shown in this section, press T and then press Enter.
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Performing a Recovery - Text Mode 17

lgorithe selx? (dbh1 MB#x5 )
sonality registered for level B
wrsonality registered for level 5
sonality registered for level 4
cally using best checksumming function: plll]
479 HHH HB e

1 plll 17496 . HHH HMB - sed

HMAX_HMD_DEWS=256, HMO_SB_DISKS

ion 4.39
iCE-Hap : joctl: 4.11.8-1 | (Z2HHGE-H9-14) initialised: da-develdre

TCP bic registered

Registered protocol fam

Regizstered protocol f[am y 17
0R2.10 ULAN Support ol. ien {grea bdcande latech. com>»
Aill bugs added by Dawvid S {daver@redhat. com?
s ing IPI Shor

‘reging unused kernel mMesmory

Tranzlated Set ¢ kevhoard as ~# ASE i|||||' i.:||l:|'r'i
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Load any drivers specific to your system when asked by pressing v.

Note: in most cases you should load every driver that is requested. The exceptions are when there
are SAN drivers which you may not want to load if you do not wish the recovery process to have
access to your SAN disks

The recovery console main menu should appear:

[ristir Becovery Conanle

tomatic Recowry
Hawual Fecoweery
lools

“how Log Files
Coyny Log Filex
Exit fArel Reboot

The simplest way to recover a machine is to use the Automatic Recovery option.
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71

Cristie Recovery Console

Automatic Recovery

. Load Hardeare Drivers

Configmation
est Backup Location
4, Recover Machine

5. Exit

Load Hardware Drivers

Some, but not all, device drivers are loaded automatically at boot time. If the disk controller and
network drivers required for recovery were automatically detected and loaded, the Load Hardware

Drivers option may be ignored.

If further drivers are required, or modules need to be listed or remowved, this option should be
selected. This menu may also be used to change the keyboard layout if the recovering system does

not use a standard US keyboard.

To load additional storage modules, the Storage Modules option should be selected from the Load

Modules menu.

Cristie Recovery Console

futomatic Recovery

Load Hodules
Unload Hoodules
List Loaded Hodules

Exit
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To load additional network modules, the Network Modules option should be selected from the Load

Modules menu.

tie Recovery Console

D [aacraid]

¢ [aicTOex]
oo (old) [aicfoo_old]
cox [aichoo]

x [aic%dxx]

Buslogic [Buslogic]

7.2 Access Configuration

The configuration information must be retrieved before files can be restored. The Access
Configuration menu item should be used for this.

7.3 Access Configuration from Remote Share

To access the configuration information from a remote share, the network must be configured and
then the share mounted locally, so that config files can be copied.

Cris

tie Recovery Console

futomatic Recovery

1
2
E
5

Ace

Conf ipur-ation

From Remote Share

From Backup Location

From Local Device

From TSH BA Client Backugp
Exit
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7.4 Setup Network

The network should be configured to allow access to the share containing configuration information.
To set up the network using DHCP, DHCP should be entered into the appropriate form fields.

Network Settings

IPfckh-ese

ot From Remote Share
Betsork Interf ace

I are

ation From Remote Share

To set up the network using a static address, the network configuration information should be
entered into the form.

Hetwork Settings
IPAddress 10,10,10,99
SubnetHask 295,0,0,0
10,1.1.1
Nameserver 10.1.1.1

on From Remote Share
Hetwork Interface

[] m o
ation From Remote Share

Copyright © 2003-2011 Cristie Software Ltd.
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7.5

Setup Remote Share

The share details should be entered into this form to allow mounting of NFS or CIFS shares. The
filesystem type is automatically determined by the format of the share name.

To mount an NFS share 10.2.1.20:/data containing configuration information in a subdirectory
called configs:

Setip Remote Share

ServerShare 10.2.1.20: /data ConfigPath configs

User-Hame Password
Server [Piddress Borkgroup

beousity

3. Select Configuration From Remote Shasre

4. Exit

To mount a CIFS share //10.2.1.20/data containing configuration information in a subdirectory
called configs:

Setup Remote Share
ServerShare /710,21, 20/data  ConfigPath configs
UserHame "~ Passaord Ry
Server [Phddress Horkgroup

Security

3, Select Configuration From Remote Shase

4, Exit
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7.6 Select Configuration from Remote Share

The configuration for the machine should be selected from the list provided by the Select
Configuration From Remote Share option.

Cristie Becovery Console

futomatic Recovery

£A0.2.1 . 2/ data’configs |

From Remote Share

on From Remote Shae

7.7  Access Configuration from Local Device

The configuration may be read from a local device eg. floppy disk or memory key using this option.

Cristie Recovery Console

Hutomatic Kecowery

Access Configpuration

L

L]

coess Confipuration From Local Dewvice

1,
2
a.
5

i al. Setup Local Device
2. Read Configuration From Local Device
3. Exit

L]
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7.8 Setup Local Device

The form should be used to setup the local device containing configuration details. If the

configuration is stored on a floppy disk, the Device should be /dev/£d0, for the first USB device,
use /dev/sda. The Path field should be relative to the device.

Local Confimmation

Device fdew/sda

Path /configs/myserver]

Access Configpration From Local Device

-1. Setup Local Device

2. Read Confipur-ation From Local Device
3. Exit

7.9 Read Configuration from Local Device

The configuration may be read from the local device by selecting this item in the menu below:

Cristie Recovery Console
Automatic Recovery

coess Configpuration

Accezs Configuration From Local Device

1.
2
a.
5

i Bl. Setup Local Device
2. Read Configur-ation From Local Device
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7.10 Access Configuration from TSM BA Client Backup

The configuration may be read from a TSM BA client backup using this option.

Cristie Recovery Console

Automatic Recovery

L

Access Configuration

L]

1
‘__"'.F
3
4
5

Access Configpration From BA Client Backup

Setup Network
TSH server
d Configmeration From TSH

-

7.11 Setup Network

The network should be configured to allow access to the TSM server. To set up the network using
DHCP, DHCP should be entered into the fields TPAddress and SubnetMask.

To set up the network using a static address, the network configuration specific to your own setup
should be entered into the form.

Hetwork Settings
IPrcki-ess HCP
SubnetHask HCP
Gateway
Nameserver

o From Remote Share
Netuwork Interface

1 ® ae

ation From REemote Share
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712 Setup TSM Server

The form should be used to enter details of the server where the configuration information is stored
as part of the backup.

TS5H Serer
TCPServerfiddres= 10.2,1,.20
1500

lient Backup

Ii 3. Read ConfFimwration From TSH

7.13 Read Configuration from TSM

This should be used to read the configuration information from the TSM BA Client backup.

714 TestBackup Location

This option should be used to ensure that the backup location may be accessed successfully. It is
not required if the configuration information has already been retrieved from the backup location.
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